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Abstract. The modern world and its rapid progression have cemented the re-
quirement of digitization and has started a revolution for automation. The fore
runner for this is IoT or the Internet of Things. On a very basic level IoT can be
explained as the interconnection of smart devices. The Internet of Things (IoT)
describes the network of physical objects “things” that are embedded with sen-
sors, software, and other technologies for the purpose of connecting and exchang-
ing data with other devices and systems over the internet. These devices range
from ordinary household objects to sophisticated industrial tools. With more than
7 billion connected [oT devices today, experts are expecting this number to grow
to 10 billion by 2020 and 22 billion by 2025. 10T is quickly becoming one of the
most important technologies as it allows us to connect everyday objects to the
internet using embedded devices and can then be used to communicate with them.
This forms a connection between the physical and digital world. But along with
this huge advantage comes a lack of intrinsic security measures which make this
more vulnerable and open to privacy as well as security threats. To overcome this
weakness technologies such as big data and cloud computing have been tried in
tandem with IoT which has provided average results. Blockchain is a system of
recording data such that it becomes almost impossible to change it. It is a digital
ledger of transactions that is duplicated and distributed across the entire network
of computers. So, in a sense it allows us to record digitized data and distribute it
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but not edit it. Thus, most of the issues related to security and vulnerability can
be solved quite easily. By integrating these technologies, it brings availability,
security, and integrity to the applications. This research paper targets readers who
have not been particularly invested in these topics and would like an overview of
IoT, blockchain and their applications, uses and future prospects.

Keywords : Internet of Things (IoT), blockchain, Blockchain Enabled Internet
of Things (BloT), transactions, nodes

1 Introduction

Now a days all major technologies focus on increasing access to electronic devices
with a particular focus on wireless communication and its miniaturization. Over the
years this rapid introduction has increased the number of such electronic devices result-
ing in better and improved services and a reduced cost making it more available and
feasible for people to own. This influx of devices has changed the way people com-
municate and interact with each other and the environment around them. The modern
world now deals with the digital world more than the real world. So, technologies were
developed to better understand this new digital world. Technologies like the Wireless
Sensors Network and Radio Frequency Identification has birthed IoT that provides a
way to interact freely by creating a network of intelligent objects which converts the
physical world into a well-connected information system. It was coined by Kevin Ash-
ton in 1999 and has coma far way since then. It has become one of the most powerful
tools for business development. It is the corner stone on which the digital services are
bult upon and has integrated with various other technologies such as cloud computing,
big data and machine learning. Devices range from wearable to hardware development
[1].

IoT platforms are present in domains such as supply chain, manufacturing and en-
ergy. A platform is a mass of IoT objects which are controlled by a central node. This
is an example of a centralized architecture but it also increases the chances of single
pint failure. Also, it requires heavy computing sources for the centralized system to
collect and manage all the data collected by these objects. Issues such as data security
and privacy have no standard solutions and this further complicates the management
process. This variety of standards raises several problems such as flexibility, lack of
scalability etc. This is where blockchain comes in as a way to combat the centralized
nature. Blockchain is a decentralized immutable distributed ledger of transactions
maintained by a peer-to-peer network. Instead of relying on a third party a decision
must be reached by all the network participants to make any transaction acceptable. By
providing a duplicate of all transaction which have taken place to all the participants it
maintains data transparency and ensures high availability [2]. Third part intermediaries
usually cause a delay in transaction and by eliminating the need for their involvement



participants can perform transactions and share data without having to trust each other.
On their own these technologies have brought improvement in various important sec-
tors where they have been applied. By storing the sensor data and IoT objects as trans-
actions in blockchain it creates an immutable trail of observations. All these interactions
between devices int [oT smart network are stored in these immutable transactions.
Blockchain relies on cryptographic hash functions and by using this feature to store
transactions into blocks and linking them to each previous block in the chain it becomes
almost impossible to change any previous block without being noticed. This serves var-
ious purposes, once we know the block has been linked, we can easily confirm that the
interaction between nodes is securely recorded and have not been changed. Storing data
hashes ensures the integrity of the data. This can be verified by comparing the hash
with hash value stored into the blockchain. We will aim to understand more about how
these blockchains work later on. Analysing the current cases of IoT and blockchain
integration will help us understand the advantages and also bring to our attention the
various challenges that come with using the newer systems. We will evaluate the work-
ing of these systems and provide suggestions for its improvement. We will focus a little
on how the BIoT can be improved and the scope it may have in the future.

2 Internet of Things - Background

Internet of Things is something which has grown in use and popularity rapidly over
the last few years and its influence can be seen in areas such as smart homes, wearable
devices, transportation, healthcare among other things. It is this ability which gives us
a way to interconnect physical devices to communicate with other devices through the
network which is so valuable. To understand the basics and how IoT works we need to
know the components involved. These are sensors/devices, connectivity, data pro-
cessing and user interface [3-6].

e Sensors/devices: This is a device which will collect data from the environment. For
better understanding let us take an example. Imagine a greenhouse which has to be
at a certain temperature for the proper growth of the plants. In this case the device
which measures and records the temperature would count as a sensor/device.

o Connectivity: The data that is collected is now sent to the cloud via cellular, satellite,
Wi-Fi or any other mode. Depending on the IoT application different methods can
be chosen to manage the consumptions, range and bandwidth. The temperature
which is recorded will be periodically sent to the cloud.

e Data processing: Once this data reaches the cloud the software will take care of the
further processes. It will compare all the temperature reading and check whether it
is within the suitable range for maximum plant growth.

e User interface: Now after the comparison is complete this final data has to be pre-
sented to the user via e-mail or text. In this case if the temperature is too high or low
then the manager will receive a text informing him of the malfunction which he can
now fix either manually or through an app which helps him regulate the temperature.



Instead of the user interacting after the alert he could also have pre=defined some
rules which would then automatically adjust the temperature.

This is how the basic model of IoT works. Current IoT using applications mostly use a
centralized server-client cloud architecture. But peer-to-peer wireless sensor networks
are also being used to handle the shortcomings of the centralized systems. The main
challenges faced are:

e Privacy and security: The main issue arises due to the connectivity component of
IoT which allows an entrance to hackers and other malpractices to take place. Older
models are more susceptible to attacks as most of these systems weren’t originally
build to handle the connectivity between devices. As seen from the example given
the device/sensor plays a major role, we have only taken one simple device to explain
how IoT works but most smart environments would contain multiple devices which
communicate with each other. Each node here is a point of failure which can be used
to hack into the system or launch cyber-attacks. This can cause the collapse of the
entire system.

e Hardware: Choosing the correct devices and sensors which will ensure that data will
be collected and transferred safely has to be done carefully.

e Data management: The data collected and transferred by the devices are massive and
the need to manage it requires a lot of computing power and efficient use of data
pipelines for the processing. Machine learning and predictive analysis can be used
to make this easier.

¢ Device maintenance: The smart devices have to be regularly checked to make sure
they are functioning and providing accurate data.

e Infrastructure: Cloud computing, fog computing etc. are on of the many types of
architectures available and have to be chosen accordingly.
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Fig. 1. Status of [oT devices in Current era

3 Blockchain

Satoshi Nakamoto introduced the concept of a decentralized peer-to-peer electronic
cash system when he published a paper on Bitcoin. This new data structure which could
be used for transactions and validations was named blockchain [7].

Bitcoin used blockchain technology for all the online trading which was free and
available to everyone all around the world without the need of a third-party intermedi-
atory. After coming to know the various features such as security, privacy, integrity,
immutability, fault tolerance etc. it became popular in other sectors such as agriculture,
smart grids, healthcare, supply chain management and many more. In recent years it
has become one of the most widely researched topics. It provides a distributed, immu-
table secure ledger of transactions. The blockchain protocol constructs a chain of block
with each block containing a set of transactions at a particular time. New block is linked
to the previous blocks using a reference hence the term ‘chain’. The four main compo-
nents involved in a blockchain are:

e Peer-to-peer network: This aims to remove the centralization present by providing
all the nodes the same privileges and enable easier interaction amongst the nodes.
This is done through the use of the private and public keys. The private key is used
for decryption and signing transactions while the private key is used for encrypting
and to provide an address for the network to reach.

e Ledger: the ledger is used for recording all the transactions performed in order. This
information is duplicated and made available to all the nodes. The ledger itself is
open and everyone on that network can view it. Each node can then decide the va-
lidity of the transaction.

e Synchronization: To synchronize the ledgers of the nodes we have to broadcast all
the transactions, validate them and add the validated transactions again to the ledger.

e Miners: due to delays all nodes may not receive the blocks of transactions at the
same moment thus to prevent every node from adding a transaction (to maintain the
valid and ordered branch) unique nodes which can add transactions called miners
are used. The miner needs to compete with other minors to make a new transaction
and validate it.

Each block is a set of instructions which include a Header and the block content. The
Header contains the timestamp, difficulty target, hash value of previous header for the
chain creation, encoded transaction into a single hash code and nonce. The block con-
tent contains all the information about the data itself (input and output). The input of a
current block contains the output of the previous transaction and a field containing the
signature with the private key which validates the ownership. The output contains the
data to be sent and address/public key of the receiver. Since only the private key of the
receiver can prove ownership only that particular receiver can handle the data. This
makes sure that no tampering can take place making it secure and distributed [8]. To



avoid double spending attacks and to maintain integrity consensus mechanism is uti-
lized. The end goal here is to reach a consensus in the network where third-party in-
volvement is not required and participants need no trust one another. Selecting a leader
who validates the new block and then propagates it to the network. This validation takes
place when a majority of nodes find a block acceptable so it can then be added to the
network [9].

4 Integration of IoT and Blockchain (BloT)

Now that we have a basic overview of how IoT and blockchain works we can see the
need of blockchain to fix the various issues that [oT currently possesses. 0T issues like
reliability and privacy are easily solved if we use blockchain. The single point of failure
is also resolved due to its distributive nature. The Trusted IoT alliance was formed in
2016 to make IoT more fluid and reliable by merging blockchain technology into the
IoT framework. Many other projects that aim to do the same were started like Linux
Foundation’s Hyperledger Project, LO3ENERGY, IoTex, Raspnode etc. The improve-
ments that BloT has experienced are as follows [10-12]:

e Decentralization and scalability: peer-to-peer removes central points of failures, im-
proved fault tolerance and system scalability.

o Identity: participants in the BIoT can identify every device which is being used.
Since the data recorded is immutable it can be trusted to be authenticated. Improves
the IoT field and the participants.

e Autonomy: using BloT enables devices to interact without any involvement of the
servers. This encourages development of smart autonomous hardware.

o Reliability: Participants are capable of verifying the authenticity to be certain that no
tampering has taken place. It also enables the data traceability.

e Security: communication and interaction between the devices can be stored as trans-
action of the blockchain. These can also be validated as smart contracts to secure
communication.

e Marketing: BIoT improves the time it takes to create an IoT system and environment.
Services can be easily deployed and payments can be done easily and securely. This
improves the overall interconnection.

5 Blockchain Enabled Internet of Things (BloT) Architecture
and Interactions

There a many hybrid designs created for better integration between IoT and blockchain
[13].



e [oT — IoT design: Here the transaction take place between IoT peer devices. It is
utilized when low latency and fast performance is required. The data of transactions
between IoT peer devices is stored in the blockchain but all the other data is trans-
ferred directly among the IoT devices. This method ensures a smooth and efficient
flow of data from one device to another, it is preferable that the devices are in the
dame domain or network to reduce the complication which would arise during rout-
ing.

o [oT peer — to blockchain design: unlike the previous design all the [oT peer devices
are not directly connected to each other. The interactions and communications are
done through the blockchain. Here the blockchain can monitor and validate all the
data related to the transactions that take place. This creates better transparency and
traceability. Thus, data can be secure even if the devices belong to different domains.
The challenge that arises here is that by recording all the transactions there is an
increase in the bandwidth and data. It would also face more latency and scalability
issues while also requiring more computational power to handle the nodes needed
for this. Application which focuses on renting and trading utilize this design.

e Hybrid architecture design: The introduction of edge computing has improved the
communication and processing of the data. This kind of hybrid design involves the
use of artificial intelligence (Al), fog computing and edge computing to create a
more interactive and improved environment for IoT devices. This method also
causes an increase in the computational power and consumption but not at the level
as the previous design which requires devices to act as nodes. It also reduces the
bandwidth and latency issues. Here the heavy work is done by fog or edge computing
so all blockchain interactions are done by this layer as not all the transactions of IoT
peer devices directly go through the blockchain.

6 Challenges faced in BloT

We have seen how the technologies of IoT and blockchain complement each other to
create a better improved design but there are still issues that can arise and need im-
provement as blockchain is designed for more powerful computers which is not feasible
for IoT currently [14, 15].

e Storage and scalability: Blockchain currently can only process a few transactions per
second and is not designed to store large amounts of data. Data produced in IoT
devices is in gigabytes can create issues for the capacity present in the blockchain.
Since most of the data stored is not that useful, techniques which filter and compress
the data can help reduce this problem. To increase the bandwidth while reducing
latency enable better transitions and can be accomplished by using consensus proto-
col.

e Security: We have extensively discussed how the inclusion of blockchain can help
fix the issue with rising attacks on IoT devices and the security but this is said on the



basis that the data generated by the IoT stays immutable when it arrives in the block-
chain. However, if the data is already corrupted before being introduced to the block-
chain then it would stay corrupt even with the help of the blockchain. Sometimes
due to various reasons the devices themselves fail to work properly and give the
wrong data and this issue would not be recognized until the device is tested and
recalibrated. Thus, to avoid issues like this the IoT devices should be well checked
regularly and also kept in the right places to avoid any physical damage. Run-time
upgrading mechanisms along with methods of failure detection should be used as
well. Filament is a project which functions fairly well in terms of security.

Data privacy: A lot of IoT devices work with confidential data that requires data
privacy and identity management. Integration of security cryptographic software
would be required to ensure that data is stored properly and cannot be accessed with-
out permission.

Smart contracts: smart contracts would be an excellent method of making the record-
ing of all interactions and transactions secure and reliable. The smart contracts need
the oracles to provide real world data which has to be accurate and trusted. IoT can
cause issues here since validating this would make it unstable and accessing so many
diverse data sources would overload them.

Legal issues: There is a need to implement control over the network. IoT is also
affected by the country and its regulations related to data privacy. These laws need
to revised and updated with these new technologies in mind. This will help in stand-
ardizing many protocols for certification of security features and thus create a more
trusted IoT network This will have a major influence in the future of any integrated
technology.

Consensus: A lot of the consensus algorithms are beyond the current capabilities of
IoT as they require more resources from the nodes. Lightweight nodes would help
solve this issue but most blockchains do not support this yet. More research is re-
quired to make sure mining does not continue to be an issue.

Applications of BloT

The various sectors and areas that BloT can be applied to are [16, 17]:

Energy sector

Smart contract: Slock.it works with smart contracts that enable renting and trade
Industrial IoT

Database

Healthcare

Agriculture: A food traceability system was made to identify the food products as
well as the parties involved in the supply of food.

Transportation

Smart homes and cities: Smart homes like Telstra in Australia.



7.1 Future Scope and directions

Machine learning for privacy and security in BIoT applications

Fixing challenges related to decentralization

Blockchain infrastructure which solves all the issues if BloT implementations
Legal issues and regulations

Scalability is still a major issue and many researches are still going on.

8 Conclusion

This research paper was aimed toward readers who were not familiar to the newer up-
coming technologies. We explained how IoT works and the issues it faces and how
other technologies can be used along with it to improve its performance. One of the
technologies that would help is blockchain and we have also learned how it works and
how it can help [oT in fixing the issues it faces. We then combined and integrated these
two technologies and discussed the improvements and the challenges that need to be
addressed to fine tune this system to achieve the full potential of both technologies.
Concluding we can say that the integration of blockchain and IoT is a must for advance-
ment and to improve this further we need to analyse the main challenges and work
towards fixing them. The BIoT is still in its early stages and there is a lot of room for
growth and in the future, it is imperative that we merge more technologies which com-
plement each other and introduce more applications to encourage the development in
marketplaces. A more liberal and wider use of this technology will require the cooper-
ation of stakeholders, governments and other institutions to provide the right structure
to harness the power of BloT applications.
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