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ABSTRACT: In recent development of technologies in the past decade, Internet of Things (IoTs) has attracted a lot of 

considerations from several research communities. In general terms, IoT is defined as “how different computing devices, 

digital/smart machines transfer data over a network”. Now days IoT is being used in several popular sectors like defence, 

education, manufacturing, e-healthcare etc. For example in e-healthcare, IoT devices are being used in facilitating efficient 

Machine to Machine (M2M)/ Device to Device (D2D) communication, i.e., provide efficient services to patients. But in 

popularity of IoT devices, these devices are also facing several serious vulnerabilities/ attacks, which make security as a 

main component for these devices. These attacks can be identified through various intrusion detection techniques, some of 

which are discussed in previous decade by many renowned researchers around the globe. The Intrusion Detection technique 

is a way which helps to identify or provide a signal that some privacy (sensitive or personal information) has been breached 

somewhere in a communication network, i.e., insider attackers or intruders has blocked/ stopped the system or working or 

communication of devices. Hence in this article, our aim is to identify such attacks and summarizes them for future 

researchers with opportunities. This work will help organizations in analysing the quantity and types of attacks, i.e., in 

identifying bugs in their network. In simple terms, in this work we will provide existing security mechanism or tools to 

detection intrusion on IoT devices. In last, this article will also discuss several intrusion detection mechanisms, with 

discussing several popular issues, challenges and opportunities in IoT based e- healthcare system (with several useful terms 

and components). 
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1. INTRODUCTION  

 

Today the use of smart devices or internet connected things is being used in many (useful) applications like agriculture, 

animal farming, manufacturing, defence, healthcare, logistics, etc. Figure 1 provides relation of all possible applications 

with Internet of things (today). Using such devices in these applications make users or people life easier and convenient to 

live. But in spite of this, people face several vulnerabilities or attacks on their opted services. Such attacks or intrusion are 

necessary to remove from a public network. Note that if such attack occurs in e-healthcare application, then a patient may 

lose his life, which is really a critical issue. Here, in this section discusses basic information about internet of things, 

intrusion (or attack like Botnet [1]) on IoT based systems and its detection systems/ processes. 

 

Intrusion Detection System (IDS): It is a framework which looks over a system or a network to check for any malicious 

activity or any unauthorised access. A Security Information and Event Management (SIEM) centrally collect any malicious 

activity (if happened). It also integrates outputs from various sources and alarm filtering techniques is used for filtering 

false alarms for differentiating malicious activities.  

Intrusion Detection System (IDS) is classified further into two categories: 

 Network Intrusion Detection System (NIDS): They are set up at a fixed point in a network for monitoring traffic 

from all devices. 

 Host Intrusion Detection System (HIDS): These systems work on independent devices in a network. It examines 

incoming and outgoing packets and sends a warning through alarm if any malicious activity is encountered. 

 

Internet of Things (IoT): The IoT is the process to connect any smart device to the internet and to the other connected 

devices. IoT is a collection of smart devices and people that collect data about their respective fields. After analysing the 

data from various integrated sources, it shares the most important information. It takes place with the help of devices with 

inbuilt sensors that are connected to Internet of Things platform. IoT can clearly specify what information is useful and 

what information can be clearly ignored. In IoT based e-healthcare [3], Wireless Body Area Network (WBAN) [4] plays an 

essential role. In general in WBAN, node can be classified based on the way they are implemented into the following:  

 Implant Node: The kind of node which is placed beneath the skin or inside the tissue of body. 

 Body Surface Node: This type of node is either placed at body surface or 2 cm away from body. 

 External Node: It is probably not in touch with the body or may be placed 5 m away from the body of the patient.  
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Figure 1: Internet of Things uses in Different Applications [2, 33] 

 

In IoT based system, based on the role of the node there exist three types of nodes in WBANs, which can be included here 

as:  

 Network Coordinator: This hub goes about as a door to the outside world, another WBAN, a trust focus or an 

entrance organizer. The PDA is the organizer of a WBAN wherein every single other hub can impart.  

 End Nodes: It is a kind of node which is designed to be firmly established in its specific application but they are 

not capable of transferring messages to other nodes. 

 Relay: Intermediate nodes are represented by these nodes and are known as relays. The relay node include nodes 

and relay messages for parents and children. If a node is at a foot, it is important to relay any data sent before 

entering the PDA by other nodes. Some node styles can also detect information from other nodes. 

Hence, the rest of this paper is organized as follows. Section 2describes the background work or related work related to IoT 

based e-healthcare. Section 3 introduces motivation behind writing this article/ towards this area. Section 4 presents the 

importance of IoT based e- healthcare (or cloud based IoT enabled Healthcare) in current (smart) era. Several attacks or 

vulnerabilities have been followed by a detail discussion in section 5. Several security and privacy requirements, current 

security measures have been explained with use case on threat model discussedin Section 6. Further, several useful 

algorithms, mechanism, or tools are discussed in section 7. The main issues, challenges and possible open areas for future 

research are presented in Section 8. In last, conclusion is provided in Section 9.  

 

2. RELATED WORK  

 

Today our goal is to make the human life easier and more efficient and for this IOT has new technologies making the 

environment better. Internet of Things integrates with internet and physical objects such as human health, industries and 

many more. As we know the more we get involved into IOT devices the more problem arises against the security and 

privacy and thus the need of intrusion detection system arises. An Intrusion Detection System (IDS) provides a solution 

which is lightweight but provides the highest degree of protection. An Intrusion Detection System (IDS) is a type of 

security system which is performed on network layer. From last many decades it has been an important tool for the overall 

protection of the information. It is designed for the IoT environment to mitigate IoT-related security attacks. Intrusion 

Detection is a method of gathering intrusion associated knowledge acquired while monitoring and analysing the events 

triggering in a computer or network system in order to discover security problems. Most intrusion occurs through network 

utilizing network related protocols to attack their targets. These attacks have been categorised broadly in two classes:  

 Network based attack [5].  

 Host based attack [6].  

To detect Host based attacks on a monitored machine the system keeps track of every single process running on that 

machine.But by considering different types of IDSs that are executed for WSNs they do not discuss the eligibility of these 

methods for IoT networks. Now the related works or several attempts made towards intrusion detection by several authors 

is discussed as: 

Samaher Al-Janabi [7] discusses all about the WBANs and security and privacy issues related to WBAN. They 

reviewed WBAN communication architecture, security, privacy etc., and also the security threats and primary challenges 

faced. They defined the communication as 3-tier architecture defining how sensors act in gathering information from 

patient and help it to reach for proper treatment. The major security, requirements are data confidentiality, data integrity, 

accountability etc. Various security measures described here are: TinySec, Biometrics, ZigBee security services. Gendreau 

and Moorman [8] discuss IDSs for IoT networks stating that some of these systems and networks that require protection is 

as follows: WPANs, WANs and clouds, WPANs. Extending in WPAN, WSNs, mobile phones and RFID are one of the 

main emerging technologies. In the early 1980s, concept of intrusion detection came into knowledge and within next twenty 



years HIDS based audit logs changed into automated NIDS. At the higher network layers, as there are fewer packets to 

examine, an IDS is more energy efficient and responsive.Recently, a proposal has been made for computer-based intelligent 

(CI) systems that can be adapted and react to new situations by applying reasoning and without trusting users. Mohammed 

Faisal Elrawy [9] discusses about smart environments and motive behind developing smart environments is to make human 

life more comfortable by tackling their problems and fulfilling their needs by using sensors. They defined the different 

problems raised in different layers while transmission. Any intrusive access to the system without permission threatens 

information privacy of IoT users. IoT network safety is considered a serious problem as different attacks impact the 

products and applications provided in smart environments based on IoT. Future research will explore high-performance 

hybrid IDS model [10].  

Further, Isra’s Ahmed Zriqat [11] just discusses various security models and security attacks in the e-healthcare 

systems to guarantee both secure data storage and access management. This paper has conducted literature surveys 

concerning the privacy issues in Electronic Healthcare Systems (EHR). Various security attacks such as jamming attack, 

data collision attack, data flooding attack, man in the middle attack are discussed in brief here and for overcoming from 

these attacks different security models have been proposed such as Security Model for Data Collection Level, Security 

Models for Data Transmission Level etc. Also, a novel Context-aware Access Control Security Model (CARE) is proposed 

to support the security fundamentals of healthcare systems along with providing the access control. Md. Ateeq Alanezi [12] 

focuses on Electronic Healthcare records and proposes a new architecture for securing the data of the patients. They have 

studied and worked upon already existing approaches and models which were proposed for security and privacy issues for 

healthcare systems. Requirements for privacy in healthcare systems are access control, availability, dependability, data 

flexibility. Attacks described here are attacks are attacks at the stage of data collision, attacks at the stage of sharing, attacks 

at the stage of access. IBAC (Intelligent-based Access Security Model) is introduced to enhance the security in the access of 

healthcare systems [12].  

Hence, IDS is a well-known method of protecting networks from attacks as mentioned above. This is regularly 

observed as a second line of guard in case of failure to detect threats through other security methods such as authentication 

or access control. Figure 2 discusses timeline for intrusion detection system in detail. 

 
Figure 2: Timeline for Intrusion Detection Systems [13] 

 

Hence, this section discusses related work or several interesting terms related to IoT based e-healthcare in detail (including 

evolution). Now, next section willdiscuss motivation behind this work. 

 

3. MOTIVATION 

 

In the previous decade, several attacks on medical devices have identified, attacker took full control over many health-care/ 

medical devices. Several researchers have tried to overcome to resolve such attacks and try to make medical devices 

tamper-proof or attack proof (i.e., having fewer faults). Saving a person’s life is our primitive and primary concern. This 

article will provide possible information related to internet of things based healthcare systems, where many attacks are 

getting measured. Also, it will discuss several basic requirements to protect medical devices, current measure or tools to 

protect IoT based healthcare systems. To provide trusted services to users, we choose this area. Privacy, security, etc., are 

major issues in current computing/ cyber infrastructure/ environments. Detecting intrusion in a network and proposing a 

secure mechanism, for same, is our main aim (during our work).Hence, this section discusses motivation behind this work, 

i.e., interest towards writing this article (i.e., IDS). Now, next section will deal with scope or importance of IoT based e-

healthcare in this smart or current era.  

 

4. IMPORTANCE OF INTERNET OF THINGS BASED E-HEALTHCARE IN CURRENT ERA  

 



The efficiently designed e-healthcare system focuses on monitoring the patients remotely, analysing their health conditions, 

to avoid critical health conditions and to give them better life with the help of IoT (devices) An environment surrounded 

with connected devices, people, time, places and network is needed. IoT has become an essential part of e-healthcare 

system. But as the IoT is exaggerating, few challenges regarded security and privacy issues of person’s medical data are 

also raised gradually. Moreover this, WBAN (Wireless Body Area Network) is the part of internet of things, which are 

enabled with patient’s body. Communications among respective sensors are made and information is passed to other 

sensors implanted in healthcare systems [14]. According to received data/ information, doctor takes a decision and provides 

treatment to patient accordingly (remotely). Sometimes when a patient is in a crucial/critical condition, he/ she is unable to 

move, in such case, these smart devices plays an essential to take care or personal care of patients. Hence, this section 

discusses importance of IoT based e-healthcare in current era. Now, next section will discuss about several attacks or 

vulnerabilities or threats on e-healthcare systems.  

 

5. POPULAR ATTACKS OR VULNERABILITIES ON E-HEALTHCARE SYSTEMS  

 

For healthcare, cyber-attacks can have complexities beyond financial loss and breach of privacy. Each of the attack is a 

different attack, the harm and destruction it caused or could have caused if not properly handled, and suggestions for 

defending or minimizing. Each type are discussed below: 

 Ransomware 

 Data Breaches  

 DDoS Attacks [15] 

 Insider Threat  

 Others  

Now each attack can be discussed in brief as:  

 Ransomware: Ransomware is a kind of attack in which a file is made very difficult to reach or handled by the 

intruder itself until a ransom is paid. Taking healthcare in context, many important processes come to halt or 

cannot be operated whenever a ransomware attack take place. Ransomware has become such an issue that the MS-

ISAC(Multi State Information Sharing and Analysis Centre) along with our partners at the National Health 

Information Sharing and Analysis Center (NH-ISAC) and Financial Services Information Sharing and Analysis 

Center (FS-ISAC), teamed up to host trainings around the country on how to defend against it[7]. 

 Data Breaches: Healthcare is experiencing more data breaches than any other sector (defence, education etc.) as 

person’s health information can be used in various ways by criminals. They make money by using that 

information against them. Breaches can occur by any kind of attack (insider or outsider). As an insider it can occur 

as either any information is disclosed by someone or any electronic device (laptops, mobiles etc) lost by someone.  

 DDos Attacks: Distributed Denial of Service (DDoS) attacks comprises of cybercriminals who make the network 

inoperable for a particular period of time and this acts as a problem in healthcare sector for the ones who need to 

access network or access internet for performing various tasks as sending and receiving emails, sending 

prescriptions to patients, updating patient’s records, providing proper care to patient etc.  

 Insider Threat: Organizations are often too preoccupied with defending the integrity of their company and 

consider network from external threats as very real and dangerous risk. But what needs to be more emphasized is 

the insider attack as they are the one who know the organization in a better way. Due to all the accesses they have 

they don’t have to face any difficulty in reaching to the core of any data. They have all the knowledge of network 

setups and about the data confidentiality and integrity.  

 Others: There are several other attacks also mitigated in the last decade, which are listed here as:  

o Phishing [16]: An oldest method, phishing is a straight forward method of sending an email or something 

similar and we think that information is received from a genuine user.  

o Vishing [16]: This is also one kind of phishing in which voice modulation takes place. For example, someone 

will contact a person over the phone, and pretend himself/herself to be from a Bank or Insurance Company.  

o Smishing [16]: Smishing is a kind of phishing which takes place with the help of false messages. For 

example, you will receive a text message from your bank asking for various details of yours which in real is 

just a way to get knowledge of your personal information. 

o Whaling: A type of phishing where a social engineer attempts to gain financial information or other business 

information from a higher authority in a company. 

o Spear Phishing: Spear phishing is something a social engineer approaches a single person or business and 

attempts to attain information from them in order to improve their financial status. 

Hence, this section discusses about importance or scope of IoT based e-healthcare systems. Now, next section will explain a 

threat model with a use case/ daily life example in brief. 

 

 

6. THREAT MODEL: A USE CASE  

 

Intrusion means the action of intruding, i.e., in technical terms compromising a computer system by breaking the security of 

a system/making it into insecure state. For wireless medical devices, there are several vulnerable threats, including data 

gathering, patient monitoring, impersonation, relaying attacks, and denial of service attack. Such attacks are in breach of 

these devices ' privacy, reliability, accessibility, and property. From last few years, the cyber-attacks and cyber criminals 

are imposing bad impact on each and every sector like healthcare, finance, government etc. Even if we do not take a long 

period into consideration, these cyber threats and attacks were theoretical only a few decades ago but now a large amount of 

data and users are affected globally using simple tools like email and malware. Cyber Security experts also known as 

“white hat hackers” have revealed security and privacy issues with various medical devices. David Brown (Global data 



medical device analyst)[11] confirms that medical devices have been shown to be vulnerable to direct attack.Medical 

devices are easily targeted by attackers as they are aware by the fact that these devices are having vulnerable software(entry 

point) and often run outdated. There is no special or extra security provided to medical devices, they are connected to 

hospital’s network just like other computers. These devices are protected by firewalls, antivirus software etc. The 

vulnerability of these devices makes it easier for malicious attackers to breach the privacy. The attackers use these devices 

to act as a backdoor to hospital’s network.  

 

Security and Privacy requirements of WBANs  

 

Here, key security and privacy criteria to guarantee the security and robust acceptance of a WBAN program by its users are 

listed below: Data Confidentiality, Data Integrity, Data Freshness, Availability of the network, Data Authentication, Secure 

Management, Dependability, Secure Localization, Accountability, Flexibility, Privacy rules and compliance requirement. 

These terms are briefly discussed as: 

 Data Confidentiality: It is a kind of issue assuring that only an authorised person can access and make changes in 

that data. 

 Data Integrity: It states that data remain unaltered (unchanged) as it is send from the transmitter to the receiver. 

 Data Authentication: It is necessarily required as it ensures data should not be stolen by third party (i.e., avoids 

data theft). It secures the connection by exchanging public and private keys. 

 Accountability: It is the term used to authorize a person for any important task, i.e., if someone is accountable for 

any work they have to look over it. 

 Data Freshness: This term ensures that data is recent (modern) and no old data is included. It ensures that the old 

data is not recycled. 

 Availability of network: It just ensures that network is available for patient’s usage in case of emergency. 

Hence, this section discusses a threat model with respect to intrusion detection systems, i.e., explaining an attack with a real 

world example. Now, next section will include several tools which are available today and possible requirements in near 

future.  

 

7. TOOLS AVAILABLE TODAY AND NECESSITY IN FUTURE  

 

Generally, there exist two different detection methods for the purpose of host or network intrusion detection system, i.e., 

Signature-based and Anomaly-based IDS. Most of the IDSs use both the above mentioned methods and very rarely some 

may use anyone of these methods. 

 Signature-based IDS (SIDS)  

 Anomaly-based IDS (AIDS)  

In the end of this article, a detailed discussion about SIDS, AIDS have been provide in appendix A, as table 1, and table 2. 

On another side, there are top eleven best Intrusion Detection Systems tools available in current, which are included as: 

 Solar Winds: It is a security event manager.  

 Snort: Cisco Systems supports it and it is safe to use. It is a leading intrusion detection system based on the 

network.  

 OSSEC: An excellent free-to-use host intrusion detection system. 

 Suricata: A network-based intrusion detection system that works for greater visibility on the application layer. 

 Bro: A network control and an intrusion prevention system based on the network. 

 Sagan: A log analysis tool that can combine snort data generated documents, so it's a HIDS with some NIDS. 

 Security Onion: Network monitoring and security software composed of elements from other free tools. 

 AIDE: The Advanced Intrusion Detection Environment is a host-based intrusion detection system (HIDS) for 

different operating systems like Unix, Linux etc.  

 Open WIPS-NG: Wireless network-based intrusion detection system (NIDS) and intrusion prevention system 

from the makers of Aircrack-NG.  

 Samhain: A basic host-based Unix, Linux, and Mac OS intrusion detection program. 

 Fail2Ban: a Lightweight host-based IDS for Unix, Linux, and Mac OS.  

Also, some other mechanisms are: TinySec, Biometrics, IEEE 802.15.4 and IEEE 802.15.6 security protocols, ZigBee 

security services, Bluetooth security protocols (i.e., Baseband, Link Manager Protocol (LMP) and Logical Link Control and 

Adaptation (L2CAP)), Wireless security protocols, Hardware Encryption, Elliptic curve cryptography, encryption 

techniques (symmetric or asymmetric).In order to encrypt the data, Wi–Fi Protected Access (WPA), make use of pre-shared 

key (PSK) and a Temporal Key Integrity Protocol (TKIP). In general, we require minimum cyber security requirement for a 

network in terms of Endpoint Protection, Firewall, Intrusion Detection or Prevention System, Web Filtering Software, 

Radius Server, Logging Software and Encryption.  

In summary, we require more skilled people (workforce), efficient algorithms, and standardised tools to overcome 

several weaknesses, and detect vulnerabilities or intrusion on a public network (or web). Also, we require detection of 

intrusion in minimum time, i.e., this is possible with Artificial intelligence (AI), i.e. AI can play an essential role in 

detecting many threats or hunts threats proactively on a network/ group of systems. AI means learning by feedbacks, i.e., 

can be used in many applications of cyber security or Internet of things. Hence, this section discusses several available tools 

and algorithms or mechanisms to detect intrusion and threat over a network. Now, next section will discuss several 

challenges and opportunities in IoT based healthcare applications in detail.  

 

8. ISSUES, CHALLENGES AND OPPORTUNITIES/ OPEN AREAS IN INTERNET OF THINGS BASED E-

HEALTHCARE  



 

Web analytics has shown that there is a threat to the patient’s data posed by third parties. These third party people usually 

analyse the user’s data and their continuous activity on the internet and then use it further for violating their privacy. These 

intruders monitor data traffic regularly for privacy and policy breach. As it is known that e-health is one of the most crucial 

sectors where authentication and integrity of data is necessary and keeping confidentiality of information is important. In 

the world too, privacy in e-healthcare sector is major issue of concern for everyone. 

WBAN (Wireless Body Area Network) is majorly discussed for the security reasons with which it is clearly 

known that even after so much of research is done, some research is still going on and some open issue exists. The Quality 

of Service (QoS) and security in combined form are better for healthcare applications. Apart from this, the need for 

integration of WBANs with mobile phones is still in research phase. While discussing challenges in e-healthcare the 

broader area which is covered is security in sensor networks. Another issue which is encountered and needs attention is the 

trust management. Trust [18] is the degree to which a node is reliable and trustworthy while establishing a connection with 

other nodes. Existence of mutual association between two nodes is important for a trust to exist. In healthcare applications, 

trust is evaluated based on the quality, data delivery and behaviour of nodes. Hence, trust management systems are 

beneficial in finding out degree of trust of node. 

The patient’s information can be accessed by various parties like doctors, pharmacies, nurses and they also have 

different accessibilities for their sensitive data. So, a high level of consistent policy set is required to protect the privacy of 

patient’s data. As discussed in [12], there are various critical issues like security and privacy exists in internet of things 

based applications [34]. So, overcoming such issues in near future can also be a big opportunities. Hence, this section 

discusses several challenges and opportunities in IoT based healthcare applications or Medicare (bio-medical) applications. 

Now, next section will conclude this work in brief with several future (possible) enhancements.  

 

9. CONCLUSION  

 

Due to development and shifting insight of human/ people towards smart things attract many cyber-attack or vulnerabilities. 

For that, many researchers have tried to develop efficient and robust intrusion detection systems. But still we are unable to 

cover all possible or new types of threats like vishing, smishing, etc., In this work, we have discussed (or included) several 

types of cyber security attacks like Ransom Ware, WannaCry, worm, phishing, etc., with available security measure or 

possible requirement required for a secure system. We find that security and privacy are major area of concerns for each of 

the online users or patients (today’s) we find that detecting intrusions is a must (necessary) for protecting users/online users/ 

patients in respective applications. For example, in medical practice, WBANs have proven to be a great asset. Nevertheless, 

security and privacy concerns need to be resolved quickly enough to avoid a catastrophe in the community for any health 

request. Two specific levels of security measures of encryption and authentication should be implemented to Blockchain 

technology to resolve the major security threats. 
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Appendix A  

 
Table 1: A Comparative Analysis of Existing Approach for Intrusion Detection System for IoT Based Environments 

 
Author Approach used Metrics used Characteristics Advantages Limitations Possible 

Research 

Directions 

M. Nobakht, V. 

Sivaraman, and 

R. Boreli [19] 

Signature, 

anomaly or 

specification 

based techniques 

Precision, recall Security, efficiency, 

scalability 

Reduces 

communicatio

n overhead 

Increases the 

processing 

overhead 

Security concern 

in smart home 

appliances 

A. S. Chordia 

and S. Gupta 

[20] 

Anomaly based 

approach using 

data mining 

techniques 

Time analysis, 

memory 

analysis, CPU 

analysis  

Detection rate , 

false positive rate , 

and overall 

classification rate 

 

improve the 

detecting 

speed and 

accuracy  

Adversial 

attacks, false 

positive 

 

T. Golomb, Y. 

Mirsky and Y. 

Elovici [21] 

Blockchain 

technology 

CPU utilization, 

memory 

conception  

Security, scalability Continuously 

learns, Robust 

to adversarial 

attacks, highly 

scalable. 

separate chain 

must be 

published per 

IoT 

model/firmware 

Improving 

detection 

capability 

H. Sedjelmaci, 

S. Senouci, and 

M.Al-Bahri [22] 

Game theoretic 

technique 

Detection Rate, 

False Positive 

Rate, Energy 

Consumption 

Security, 

Efficiency 

low energy 

consumption , 

high detection 

rate and low 

false positive 

rate. 

Limits ability to 

effectively detect 

of sophisticated 

attacks 

Security of 

wireless sensor 

network 

S. Raza, L. 

Wallgren, T. 

Voigt [23] 

Rule based 

method 

Detection rate, 

true positive 

globally accessible, 

connected through 

lossy links 

Easy to extend, 

Protect the 

system against 

internal and 

 False positive 

rate increases in 

case of more 

number of 

Can be extended 

to detect more 

attacks 

http://dx.doi.org/10.2139/ssrn.3356500


external 

intruder 

attacks. 

A. Abduvaliyev, 

S. Lee, Y.K. Lee 

[24] 

Hybrid detection 

technique 

(anomaly 

detection and 

signature-based 

detection 

techniques) 

Detection Rate, 

False Positive 

Rate, packet 

delivery ratio 

Cluster based High detection 

rate, low false 

positive rate. 

High 

computation 

overhead, 

decrease network 

lifetime. 

To detect various 

attacks and 

implement it in a 

real 

environment, 

evaluating the 

system under 

radio jamming 

attack 

H. Sedjelmaci, S 

M Senouci [25] 

Hybrid detection 

technique(rules-

based detection 

and anomaly 

detection based 

on support vector 

machine) 

Detection Rate, 

False Positive 

Rate, Detection 

Time 

Lightweight 

intrusion detection 

framework 

High detection, 

low false 

positive rates 

High overhead Compare the 

simulation result 

with 

experimental 

result 

J.Arshad, , 

M.Abdellatif, 

M.M. Khan and 

M. Azad [26] 

Hybrid detection 

technique 

Power 

consumption, 

RAM and ROM 

usage 

Resource 

constraints, 

flexibility, diversity 

of devices 

Energy 

utilization and 

memory 

consumption. 

Limited resource 

availability 

Expanding the 

evaluation to the 

edge router 

module and 

experimentation 

involving multi-

stage attacks 

H. Sedjelmaci, S 

M Senouci and 

M.Feham [27] 

Specification-

based detection 

technique 

detection rate, 

false positive 

rate, energy 

consumption, 

efficiency 

efficient , 

lightweight 

intrusion detection 

framework  

High detection 

rate, low false 

positives, less 

time to detect 

the attack, less 

energy 

consumption 

Impractical, 

increase delay in 

the network 

 Can apply this 

technique in a 

forensic 

environment 

Yan KQ, Wang 

SC, Wang SS, 

Liu CW[28] 

Hybrid detection 

technique 

Detection rate , 

false positive 

rate , accuracy 

Performance, 

flexibility 

Increase the 

detection rate , 

reduce the 

false positive 

rate, avoid 

resource waste 

Specific amount 

of training 

samples 

required. 

Can implement 

feature selection 

using data 

mining technique 

Haijun X, Fang 

P, Ling W, 

Hongwei L [29] 

Hybrid detection 

technique 

Confusion 

metrics, 

Detection rate, 

False positive, 

ROC curve  

 High detection 

rate, accuracy 

Computation 

time is more. 

Routinizing and 

standardizing the 

implementation 

Mayzaud, A., 

Badonnel, R., 

&Chrisment, I 

[30] 

Distributed 

monitoring 

strategy 

False positive, 

true negative 

Scalability, security Less false 

positive, 

Detect 

malicious 

nodes  

Scalability issue The architecture 

can enhance with 

other detection 

systems to find 

out additional 

attacks 

Gupta, A., 

Pandey, O. J., 

Shukla, M., 

Dadhich, A., 

Mathur, S., & 

Ingle, A. [31] 

Computational 

intelligence 

 Three tier 

architecture 

Fewer errors, 

Complex 

intrusions and 

malicious 

activities can 

be detected 

Security issues To enhance the 

architecture with 

cloud computing 

networks 

H. Sedjelmaci, S 

M Senouci [32] 

Rules-based 

intrusion 

detection 

Detection Rate, 

False Positive 

Rate, overhead  

Lightweight 

intrusion detection 

framework 

High-level 

security, low 

false positive 

rate, low 

overhead 

The accuracy in 

detection 

decreases 

exponentially in 

case of large 

number of 

attackers  

Embed the frame 

work into real 

time vehicular 

network to 

compare the 

observed results 



 

Table 2: Tools used Platform-Wise for Intrusion Detection Systems 

 UNIX LINUX WINDOWS 

HIDS  OSSEC 

 Sagan 

 AIDE 

 Samhain 

 Fail2Ban 

 OSSEC 

 Sagan 

 Security Onion 

 AIDE 

 Samhain 

 Fail2Ban 

 Solar Winds 

Security Event 

Manager 

 OSSEC 

NIDS  Sagan 

 Suricata 

 Bro  

 Snort  

 Security 

 Sagan 

 Suricata 

 Bro 

 Snort 

 Onion 

 Open WIPS - NG 

 SolarWinds 

Security Event 

Manager 

 Suricata 

 Snort  

 


