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Intelligent Transportation System (ITS) is an enhanced application which mainly aims towards the curation of smart and interconnectivity services to ease 

the existing transportation systems. It is a field with a plethora of future possibilities so as to provide efficient and advanced techniques by solving and tackling 

the existing challenges and problems. Especially in cities and countries which aim towards developing smart cities, ITS plays an essential role in advancing 

the transportation sector with regards to the city. Using a number of AI and ML techniques, a variety of approaches, algorithms and techniques can be put to 

effective utilization to boost the ITS ecosystem. However, with every boon compliment few banes and plausible bottlenecks. One of the major concerns while 

using V2V networks is the privacy and security issue. The data being transferred amidst vehicles mainly caters to the status updates on the vehicles adjacent 

to it, the speed, and driver’s information in case of any accidents or wherever required. In such cases, the privacy of the drivers details and personal information 

are at stake and often poses a major security challenge. Furthermore, there are chances of data breaches and similar attacks by malicious users which can lead 

to huge data loss and tampering of data. A possible solution to this problem is to approach it through the perspective of Blockchain. Blockchain is a concept 

of sharing information/ data in a distributed and decentralized manner. The numerous blocks present in a blockchain which are responsible for storing 

information do so by encrypting and securing the data and hence can be integrated with a V2V system for overcoming the privacy and security challenges. 

Keywords • Privacy • Intelligent Transportation System • Security • Blockchain • Encryption 

1 INTRODUCTION 

ITS has been a field of extensive research and innovation over the years especially with a sharp rise in the urbanization of cities, smart cities, 

etc. For all those researchers and developers wishing to facilitate and revamp mobility and transportation in a smarter and more intelligent 

manner, ITS is the best and optimized option [1]. In simple words, ITS is an umbrella term for advanced applications which mainly focus 

on offering smart and automated solutions and provisions with regards to the transportation methods and traffic systems. The sole aim is to 

elevate the existing and conventional strategies and approaches that are being used currently so as to boost the elements of safety, efficiency 

and reliability. In the current world, preserving privacy and personal information of data has become a prime concern especially when 

considering the bulk and voluminous amounts of data that are being generated everyday by individuals, institutions, etc. Majority of the 

systems and architectures proposed in the ITS environment also contribute a significant share in the data streams that run around the world 

today. A few reports and surveys have highlighted the fact that the overall internet traffic has had a drastic growth over the past few years 

especially from the transportation sector. Models and frameworks which make use of vehicle-to-vehicle networks curetted in an Internet of 

Vehicles (IoV) environment involves huge volumes of personal data of users involved and indulging in the designed frameworks. In order 

to execute and implement such systems in a robust and efficient manner, the trust and reliability of the users are of utmost importance. In 

order to provide trust, the best way is to succumb to a fool proof, safe and secure ITS system with massive privacy goals and regulations.  

Though many metropolitan cities including those of urban areas, satellite cities, rural areas etc. can utilize ITS to great benefits, 

considering the dynamic and pretentious movement of staff, commuters, vehicles, etc., there are all possibilities of tampering or unnecessary 

modifications of data. This provokes an extreme case of privacy and security concern among all of its users making it hard to rely and trust 

on the designed ITS framework [3]. On considering the domain of Internet of Vehicles (IoV), it throws up a platform which provisions for 

the transfer and exchange of data and details among the vehicles involved and the surrounding ecosystem. IoV which consist of three 

fundamental elements of intra-vehicular network, intra-vehicular network and vehicular mobile network, ensures that these components stay 

interconnected and interlinked with each other via wireless connections. And such systems indulge in large amounts of traffic flows, hence, 

the concern of privacy arises yet again [4]. This paper discusses the possibilities of incorporating blockchain techniques to maintain a certain 

level of privacy and to ensure secure data transfers. One of the emerging technologies which has brought in a revolutionary drive in the 
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privacy and security preservation field is Blockchain. It is a concept which is often referred to as a distributed ledger technology which is 

extremely useful in tracking and monitoring transactional records, assets, and data by creating different blocks or groups of each. 

1.1 Our Motivation 

With urbanization taking a spin and leap in majority of the cities and countries across the world, transportation sector definitely requires a 

smarter and intelligent transformation to catch up on the fast-moving world. However, as enlisted earlier, there are a number of problems 

related to privacy and security that do enforce an opposite encounter on the reliability of the frameworks and systems developed using ITS. 

With Blockchain dominating seamlessly in the privacy sector, the integration of blockchain with ITS is clearly one of the techniques to 

preserve privacy and security of framework models that are being utilized in the smarter transportation sector. This has been the main 

motivation and essence for the research work done in this paper. The paper has been split into a few sections which are elucidated as follows. 

The first section following the motivation discusses about the existing models and systems which proposed with regards to ITS along with 

blockchain. The next section details about the ITS in depth and also enlightens the elements of Internet of Vehicles (IoV) and the Vehicle 

to Vehicle (V2V) communication techniques. Following this comes the next section which elaborates on the major privacy challenges faced 

in ITS. Consequently, the next section elaborates on Blockchain and the integration of blockchain in ITS. The next section then illustrates 

the results and discussions obtained along with the implementation and finally the conclusion which wraps up the entire research work along 

with future scope. 

1.2 Organization of this work 

Section 2 discusses about the literature review of the work and illustrates the existing solutions to the problem of security and privacy in 

ITS. Section 3 gives the details and brief of Intelligent Transportation Systems (ITS) and Section 4 introduces the concept of IoV in this 

paper. Section 5 gives a detailed description about the major challenges faced in the field of ITS and IoV and Section 6 talks about the 

proposed solution and the foundation used for the curation of this solution. Section 7 includes the simulation results which have been obtained 

while Section 8 discusses about the final implementation results of hashing which have been acquired. Section 9 gives insights on the final 

results obtained and section 10 throws light on the conclusions which can be drawn with regards to the simulations and results obtained. 

1.3 Scope of this work 

Considering the evolution in the walk of life with respect to urbanization and transportation being the heart and soul of mobility, ITS and 

IoV are concepts which have extremely high probability of proliferating in the future as it has already begun. With such huge influx in a 

particular tech strategy, security and privacy concerns are at steak because of the large volume of data involved in for the interaction, 

communication and transmission between vehicles and other embedded systems. The fact that there are numerous technologies which can 

be integrated with these main stream ideas for further enhancement and upskill, expands the scope and study of privacy preservation in ITS 

along with Blockchain which seems to be conquering the technical industry. 

2 LITERATURE REVIEW 

ITS has been an area of implementation which has already been experimented with in some of the well- developed countries across the 

world. The United States of America (USA) has incorporated an Electronic Route Guidance System (ERGS) succeeded by the integrated 

surface transportation efficiency programs (ISTEA) which were two of the few frameworks that lay the stepping stone for the ITS revolution 

in the USA [1]. However, these proposals slowly evolved with time so as to improvise the efficiency and response times of the systems 

along with the main aim of enhancing the privacy and security. With that they introduced the Vehicle Infrastructure Integration (VII) on the 

metrics of technical and economic viability of the networking community involved. Similarly in Japan, one of the most technically advanced 

and smart countries in the world, the government has yielded a massive amount of investment with regards to ITS with a cognizant response. 

They created the very first Vehicle Information Communications System (VICS) so as to cater to the needs of real time traffic data collection 

and analysis. However, over the next few years, they introduced an extemporized versions – the version 2.0 of the VICS model for the 

development of the Smart way [3][4].  

On the other hand, the European Union (EU) introduced the European Road Transport Telemetric Implementation Coordination 

Organization (EUREKA). The main objective of introducing this system was to gain control and maintain order in solving traffic related 

problems [2][3]. Following the EUREKA model, EU also put forth a few other models like Dedicated Road Infrastructure for Vehicle Safety 

in Europe (DRIVE) and ERTICO in order to establish closer connection between the government and private enterprises. Apart from these, 

another framework called Program for European Traffic with Highest Efficiency and Unprecedented Safety (PROMETHEUS) was put into 
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execution for an advanced management. One of the other technically forward countries, South Korea, has also established strong pillars in 

the field of ITS, making it the leader of the pack. This country had curated the efficiency law for the transportation system and had even 

devised a twenty-year master plan in 2000 for its ITS projects [5][6]. Apart from these few of the other applications in the field of ITS 

include Advanced Traveler Information System (ATIS) which is to optimize the possible paths of travelling from the desired source to the 

destination with the least amount of time.  

Similarly, the Advanced Traffic Management System (ATMS) is one of the other commonly proposed branches of the ITS which involves 

Knowledge Based System, GPS in traffic control and AI techniques [6]. Few of the works and researches elucidate the effect and importance 

of Attribute Based Encryption (ABE) for maintaining the privacy and security of models in ITS. In order to bring about a positive change 

in privacy while accessing policies, a few authors have also proposed a CP-ABE model which infuse ciphertext technology. In addition to 

this, a proposal on the Privacy-Aware-S-Health access control system (PASH) was also made for protection of privacy related policies by 

hiding them [7]. 

3 INTELLIGENT TRANSPORTATION SYSTEM (ITS) 

Over the years, with urbanization and technological advancements taking strong routes around the world. One of the domains which has 

maximum potential for developments is in the field of transportation as this sector is what supports mobility and affects other urbanization 

factors. In fact, ITS has been turning out to be an integral part in both economic and social development. One of the main reasons as to why 

this sector has gained a massive attention is because of few of the daily troubles faced by people using transport in daily life including those 

of traffic congestions, environmental pollution, consumption of energy, accidents and risks, expensive maintenance requirements, and so 

on. In order to overcome these hassles, a smart and intelligent solution needs to be implemented with precise and accurate execution this is 

where ITS comes to the rescue.  

    ITS is an apprehensive transportation management system catering to various vehicular services with the main objective of portraying 

innovative and smart solutions to the afore mentioned problems. Indeed, ITS is a field which calls for a multifaceted and interdisciplinary 

approach for carrying out operations and tasks in the particular domain. However, when proposing a system or framework for ITS, it’s 

essential to have a clear and organized format framework proposal for the same though it may pose to be a critical issue [8]. Few of the 

major motives of introducing ITS is to minimize the traffic congestions involved, reduce the risk of accidents by providing a vehicular 

network for all involved vehicles to communicate and stay up to date with each other, for localized convenience metrics, for extracting real-

time information from running vehicles, and so on. Because of the impact, effect and revolutionary styles and solutions brought in by the 

technology, ITS has expanded to numerous countries, cities and metropolitans across the globe. Data collection, data transmission, data 

analysis, and traveler information are some of the major components involved in the implementation of ITS. In fact, ITS is a field which has 

evolved with time and over ages, transforming the transportation sector into a domain which is safer and efficient for extracting the required 

benefits. Most importantly, ITS is a field that has evolved not just with regards to technology but also pertaining to the fields of public and 

private communications and interactions. 

4 INTERNET OF VEHICLES (IOV) IN ITS 

IoV is an expansion of the Internet of Things (IoT) in the transportation field. It broadly covers the traditional ad-hoc networks correlated to 

vehicles and other advanced technological frameworks. IoV has two major features/attributes of highlight which focus on vehicular 

networking and vehicular intelligence [5][6]. Vehicular networking is what further exposes VANETs (Vehicle Ad-hoc Networks) and with 

the increase in technological enhancements and vehicles on the road, a strong lineal bond between IoT and VANETs are indulging to the 

spurge in IoV [9]. In simpler words, just like how IoT is a vast network connecting various nodes and components together, IoV is a subset 

of IoT which restricts the nodes or components that are being interconnected to that of vehicles. Currently, internet has an essential value in 

any of the tech related domains and the world has seen a spike in the number of gadgets and devices that are being curated specifically to be 

internet friendly [8]. 

One of the main reasons as to why IoV is used at an expanding rate is because it helps in solving and overcoming some of the issues and 

bottlenecks in the transportation sector including those of monitoring speed and speed limit, traffic management, reducing accidents and 

risks, and so on [9][10]. One of the main purposes of IoV is to offer services and solutions which help in the interaction of all connected 

vehicles in the network, the traffic management systems, respective transport authorities and any other node corresponding to these. By 

communication and transfer of data and information, it also carries out efficient processing, computation, analyses, sharing, protection of 

data, etc. IoV is one of the apt components of development in ITS. In fact, ITS applications which are propelling in Europe and Japan have 
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utilized IoV technologies. IoV is often used in ITS to establish a strong and supportive network framework which is capable of interlinked 

various people with numerous vehicles and different environmental systems [10]. 

5 CHALLENGES AND ISSUES 

Over the years, with urbanization and technological advancements taking strong routes around the world. Though ITS and IoV are fields 

with great and prolific advancements in the transportation sector across the globe, there are a few realms which often adds up to the 

vulnerability of the services provided in this domain. Listed below are some of the major challenges and issues faced in the efficient 

functioning of ITS which is coherent with that of IoV and Vehicle to Vehicle communication: 

• Interoperability: The various sources from which data is required may not possess the necessary mandate to permit data transfer 

and the format and structure of the data being transferred may not necessarily adhere to the standards and desired formalities. 

• Data Analysis: Analyzing and processing data received from systems and components that are interconnected can be cumbersome 

especially when the raw data needs to be edited or standardized. 

• Security: There are various classifications under this domain which prove to be a risk for ITS management and operation. 

Confidentiality, integrity, authentication and identification, and cyber-attacks are few of the areas of high concern all throughout 

the ITS applications. 

Of all the major domains of concerns and issues listed above, the one which pulls up the most amount of concern is that of privacy and 

security. It is one of the major challenges in the ITS domains which acts as a true obstacle for establishing trust and reliability from the users 

of the framework [10]. There are various types of security issues which hinder the growth of the ITS applications across the society. The 

data which is gathered from numerous sensors and interconnected gadgets from the vehicles in the system are often spatially correlated and 

coherent to each other. It’s extremely important that data and information connected in such ways are handled with care and must also 

preserve the anonymity of the personal details of the driver from which the data has been extracted. Apart from this, one of the other major 

concerns is that of possible cyber-attacks which can lead to data breaches and leakages, identity theft, and even malfunctioning of the entire 

system. Some of the commonly visible attacks in ITS include broadcast tampering, denial of services (DoS), routing, sybil attack, jamming, 

brute force, man in the middle, illusion attack, node impersonation, malware spamming, and position faking. The possible threats are in 

abundance and hence it is extremely important that a proper systematization and structuring of the ITS framework is developed. 

6 PROPOSED SOLUTION 

The main objective of this paper is to overcome the privacy challenges faced in the field of ITS. As mentioned earlier, this is because it is 

one of the best ways to gain trust and ensure reliable services to the users in the domain of smart and intelligent developments in the 

transportation domain. Blockchain is a distributed ledger technique which allows storage of data in individual blocks which are further 

chained together to form a chain of blocks of interrelated data. This ledger technique is immutable in nature and provides capability to log 

all transactions and track assets in the network. Over the years, blockchain has acquired credibility and acknowledgment from numerous 

domains be it finance, health, commerce, etc. most in correlation to the security and privacy of data. The main advantage of the blockchain 

system is that each time data is stored into a blockchain, it is encrypted using profound techniques or other relevant cryptographic 

methodologies. This ensures that the data is highly secure and will provide guaranteed privacy of data and information while maintain the 

anonymity of the people involved. In the current world, majority of the businesses utilize extensive amounts of data for their analysis, 

surveys and researches to improve business tactics, marketing strategies, etc. Blockchain is an ideal option for such kinds of information 

delivery as it promises an immediate, collective and transparent data gathering and transferable technique which provides information with 

speed and accuracy. Moreover, the fact that blockchains can be simultaneously used for tracking orders, payments, accounts, production and 

so on [11].  
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Figure 1: Work flow of Blockchain system 

 

The solution proposed for overcoming the privacy concerns in ITS in this paper revolves around that of blockchain technique. Blockchain 

has the potential to provide a trusted, safe and secure model for a decentralized and distributed ITS network. Figure 1 can be used to grasp 

the entire working process of a blockchain system for establishing security in an ITS framework. After the dataset which is to be chained is 

collected, a genesis block is created. The genesis block is often considered as a pointer to the reference of the very first block in the chain. 

Following the creation of the genesis block, the next step is to hash the created block and generate the timestamp for the same. After this 

step, the next data which is to be appended in the new block is captured and hashed along with the timestamp. It then branches out to the 

sub step of maintain the time stamp for the newly created block and also links the blocks together using the hash keys of the previous blocks. 

In a similar manner all the blocks are hashed with respect to the nonce which is to be stored in the block, following which the blocks are 

interlinked and chained with each other which eventually leads to the creation of a blockchain. The data being collected from the sensors 

and devices undergo the above mentioned Blockchain encryption process before further distribution or processing. 

With privacy preservation portraying one of the major issues in majority of the domains including that of ITS, integrating Blockchain 

with ITS is a feasible and viable solution to overcome the privacy hassle. All the devices which interact with gadgets and sensors in the 

vehicular domain will be installed and integrated with a particular application which represents the client side, while a main application runs 

on the server side. All the devices and gadgets involved in the ITS framework must be curated in such a way that they are fool proof and 

resilient to any form of internal or external attacks (be it active or passive). The required information and details are gathered and collected 

from these systems and are stored in a blockchain relevant environment for ensuring a safe and secure data transfer. After which they can 

be accessed easily from the server--side application to carry on further processing and computation. The blockchain will be decentralized 

and maintained by a trusted entity which ensures that the data is accessible to the valid parties on both client and server side for storing and 

extracting the details to/from the blockchain respectively.  

 

 

 

Figure 2: Integrating Blockchain with client and server side in ITS 

 

One of the next major topics which needs to be addressed with regards to the integration of Blockchain in ITS is the communication and 

flow of data in the entire framework. The end users or drivers of the vehicles involved in the ITS framework will be in touch with the server 

to transmit and extract details to/from the nodes or components involved. The blockchain is bound to accept request and data stores from 

both the ends respectively. Further the data stored is completely encrypted and hashed using a generated shared encryption key which is 

then forwarded to the blockchain to carry out further transactions. The strength and security of this encryption technique is such that even if 

an external attacker wishes to surpass and leak data from the proposed ITS system, the attacker will not be able to get insights on nearly fifty 

one percent of the system and would be compelled to compromise on the same, making it nearly intolerable to attack the proposed ITS 

framework which is safely guarded with blockchain. The client server perspective of the solution can be observed in Figure 2. 



6 

7 SIMULATED RESULTS 

Over the years, with urbanization and technological advancements taking strong routes around the world In order to visualize and 

comprehend the working of blockchain model to its completion, a simulator has been used. Anders Brownworth, a researcher and developer 

in the field of blockchain has created a blockchain simulator which helps in providing a visual representation of the working of the 

blockchain. The dataset used for the purpose of explaining the concept of blockchain is in relation to an automated traffic control system 

which has been obtained from Kaggle. The first simulation that has been carried out is with regards to the Block simulator for apprehending 

the mining of a particular block in the chain. As shown in Figure 3, the field Block represents the indexing or position of the particular block 

in the chain. The next field Nonce (which stands for number used only once) is a number which is hashed and used to meet the restrictions 

and guidelines followed by those of Blockchain. The next field is that of Data which is to be embedded with the data that needs to be stored 

in the particular block. As mentioned earlier, for the purpose of explanation, the dataset used involves the date and time and the number of 

vehicles which were spotted at a particular junction at the given instance. The next field is Hash which is auto-generated and contains the 

encrypted key for the particular block that has been created. The red background color on the block shows that it hasn’t been mined and 

needs to be validated. 

 

 

Figure 3: Simulation of a Block before mining 

 

Figure 4 shows the very same block after it has been mined because of which the background color has turned to green and the value of 

Nonce has been adjusted as per the data that has been entered. Also notice that the hash value has been respectively modified on mining to 

start with four zeroes which is one of the standardized techniques to maintain the hash value.  
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Figure 4: Simulation of a Block after mining 

 

After the simulation of a block, the next cohort to be simulated belonged to that of the Blockchain. Figure 5 shows the snap of a blockchain 

wherein the first block has been entered with data from the dataset acquired from Kaggle with regards to the traffic control system. As 

observed, since the block hasn’t been mined, the background score is set to red. On mining the first block, the Nonce and Hash value is 

changed accordingly based on the data stored in it and the hash value contains the encrypted key in the standardized format with four zeroes 

at the beginning. On mining the blocks as seen in Figure 6, it is noticeable that the value maintained in the Previous field is the hash value 

or the encrypted key of the previous block and in case of the first block, the Previous field is set to all zeroes.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: Simulation of Blockchain for the first Block 

 

 
Figure 6: Simulation of Blockchain after mining all the blocks 
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When a new block is to be appended to the blockchain and when the necessary data is stored in the new block, it is observed that the rest 

of the previously mined blocks have been broken and the background score is set to red indicating that the chain has been broken and needs 

to be validated and relinked with the earlier blocks. This simulation is shown in Figure 7. On mining the newly created blocks, the background 

score changes to green indicating that the blocks have been linked back together in the form of a blockchain with the values stored in 

Previous and Hash field being modified accordingly. 

 

 

Figure 7: Simulation of Blockchain when a new block is appended 

8 IMPLEMENTATION OF HASHING 

Over the years, with urbanization and technological advancements taking strong routes around the world Blockchain being identified as one 

of technologies which support peer-to-peer network, the data being stored in the block possesses a hash value which helps in interconnecting 

the blocks together, as described in the simulation in the previous section. These hash values are unique to every block and also changes its 

value each time the data stored in the particular block is modified. The hash values are generated by cryptographic techniques which generate 

encryption key which are strong enough to resist attacks and breaches. Encryption is the process of transforming plain text into ciphered text 

which is a random sequence of bits. Decryption is the reverse of encryption and involves the conversion of ciphered text to plain text. For 

analyzing encryption in Blockchain, a comparative study on the different types of cryptographic algorithms needs to be carried out [12,13]. 

Symmetric-Key Cryptography: In this particular cryptographic algorithm, a single key is used for encryption purpose. The same key is 

used for both encryption and decryption throughout the process. However, making use of a single key for both cryptographic techniques can 

cause a security concern especially in cases when the key is being transferred from/to the sender and receiver respectively [14].  

SHA-256: This encryption is one of the highly used techniques in hash functions because of its convenience and ease of usage along 

with which its security parameters are also high [15].  

Asymmetric-Key Cryptography: This particular technique is often known as public-key cryptography and makes use of both encryption 

and decryption mechanisms. The algorithm in this strategy generates a key-pair and the public key is the one which is openly accessible 

when compared to that of the private key. These two key types take up the role of encryption and decryption respectively. This technique 

when utilized in blockchain tends to focus more on the transactional safety. 

Based on the above-mentioned cryptography techniques, an encryption technique has been implemented using Java tech-stack in Net-

Beans IDE. The algorithmic concept used to build the code revolves around the creation of a blockchain and then using the appropriate 

encryption technique [16]. The constructor function of class Block initializes the value of the hash value of the previous block to the data 

member previous Hash and the data pertaining too transaction in data member transaction. The functions getPreviousHash(), 

getTransaction() and getBlockHash() are used for accessing the private attributes of the Block object. This java package is then imported in 

the file where the code/algorithms is developed. A genesis block is created at the beginning by invoking the Block constructor following 

which the hash value for the data stored in it is produced. Similarly, subsequent blocks are created and linked to the previous block and the 

results are printed. 
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9 FINAL RESULTS 

Over the years, with urbanization and technological advancements taking strong routes around the world Brownworth simulator shows the 

visualization and gives an idea of how Blockchain can be implemented for storing data in a safe form. The cryptographic technique used is 

SHA256 and is precise and accurate enough to give secure hash values for linking the Blockchain in a safe and protected way. The encryption 

technique used in the code above is often stated as a secure and trustworthy technique with hardly any collisions. Further, the avalanche 

effect of this cryptography algorithm, which makes sure that any change or modification of the data stored will lead to the change of hash 

values throughout the blocks makes it even more powerful and secure. Figure 10 is a depiction of the results obtained on executing the code 

mentioned in the previous section [17]. Further, Figure 11 shows how the avalanche effect can be observed when the data in any of the 

blocks is changed even to a minor extend. It can also be observed that each time the data stored in any of the block is modified, the hash 

values of each and every block needs to be regenerated and linked together. This shows that Blockchain is one of the reliable ways to ensure 

safety and security of data in Intelligent Transportation System as it is highly essential that the data obtained from the ITS devices are safe 

and un-tampered.  

 

 

 

 

 

 

 

 

 

 

 

Figure 10: Outputs obtained on executing the code for Blockchain 

10 FUTURE OPPORTUNITIES 

 ITS is a massive field which has high possibilities of expansion and further extensive researches for enhancement, optimization and 

development. The very fact that ITS has high potential and capabilities is the main motivation for fueling up the research work for the future 

[18][19]. One major point of concern is to address the security concerns from other perspectives without the utilization of Blockchain so as 

to draw a comparison and conclude on which ultimately proves to be the most efficient technique [20]. Another domain for further research 

is with regards to the execution and foundation of the ITS framework on cloud-based platform and by incorporating cutting edge technologies 

for further enhancement [21]. Another domain which has a high scope for research belongs to that of compatibility and connectivity of the 

different sensors and gadgets that are involved in the ITS [22]. In the last, several privacy preserving techniques for VANET (including 

future vehicles) has been included in [23-30] in detail. The researchers are recommended to refer these articles for enhancing their knowledge 

towards preserving of privacy of users in this smart era with emerging technologies/ modern tools. 

11 CONCLUSION 

This paper elucidates the safety and security challenges faced in ITS framework. Especially with a huge rise in the number of technologies 

being adapted to automate and improvise the transportation sector, it is essential that a reliable and trustworthy application is put forth for 

the customers. This can be acquired by eradicating the chances for attacks, data leakages, etc. Blockchain is one of the best options for 

solving this issue to a great extent. The implementation of Blockchain can be observed from the explanation given through the simulator 

used in this paper. Further analysis of the concept can be obtained through the Java code used for building the Blockchain. The cryptographic 

techniques used in the Blockchain implementation are highly efficient and strong to ensure the complete safety and protection of data to 

avoid tampering. This paper puts forward the proposal of integrating Blockchain with ITS and explains in depth about the encryption 

techniques which provide the best results for the cryptographic part along with the simulation of how Blockchain work with respect to their 

hash values and nonce. 

 

Hash Values for original data  Hash Values for modified data  
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