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Abstract. The privacy of computer users has become more important over the last decade con-
sidering the rapid advances that have occurred in the technological industry. Cloud computing,
distributed computing, the future internet network, sensor networks, and ad hoc networks, to
name a few, are now under assault from a variety of sources, putting the data of millions of users
(car users) at jeopardy. Vehicular Adhoc Network (VANET) is a type of Mobile Adhoc Network,
having low security infrastructure, faces many serious concerns like security, privacy and trust,
etc., over the road network (during travelling). In the last decade, several researchers/scientists
have come up with various solutions to these essential concerns. In spite of this, many studies
concentrate exclusively on data privacy or identity privacy, and not on location privacy. In 2003,
the Mix Zone idea was established to address the issue of privacy for drivers and passengers on
highways. When it comes to mixing zones, there are a variety of options, but they all fail due to
various benefits and downsides. The main objective of this article is to act as a comprehensive
information repository of mix-zones in order to protect the privacy of vehicle occupants from a
variety of angles. This paper also discusses a number of interesting concepts, such as prospective
improvements or research gaps in the mix zone.

Keywords: Mix-Zone, Privacy Preservation, Vehicular Ad-hoc Network, Leak-
ing Information, Route Confusion, Security Issues.

1 Introduction

Moving automobiles serve as nodes in a mobile network called the Vehicular Ad-Hoc
Network (VANET). In order to broadcast data to the network, each car serves as a
transmitter, receiver, and router. Once this data is collected, it is put to good use in order
to maintain a smooth flow of traffic. For connection with other cars and roadside units,
automobiles include a radio interface termed On Board Unit. The Global Positioning


https://orcid.org/0000-0003-1483-4092?lang=en
mailto:amitkrtyagi025@gmail.com

System and other similar technologies are standard equipment in modern vehicles
(GPS). In the near future, VANETSs will alter the way people drive, but whether or not
they do so for the better or worse is totally dependent on the security measures that are
put in place. VANETSs may aid with traffic flow and roadside safety by reducing con-
gestion. A VANET, on the other hand, has its own set of problems, especially in terms
of security and privacy. A VANET is particularly vulnerable to the security risks that
come with mobile ad hoc networks, making it a prime target for attacks and service
abuse. It's possible that an attacker might manipulate traffic apps and convince people
to take another route, thereby freeing up the original route for the attacker's advantage.
Using a phoney identity to sign culpability statements would be a more serious example
of an attacker trying to avoid being tied to an automobile accident scene. Other less
obvious, but no less criminal, uses of network apps include following individuals in
their cars. So, there is a clear need for security methods, particularly those that preserve
the user's privacy. One of the security aspects of VANET is against its malicious soft-
ware. In order to execute harmful assaults, the attacker employs malicious viruses to
access the vehicle's network through wireless connection. As a result, the Internet of
Vehicles' security will be gravely jeopardised since these harmful viruses will disrupt
routine vehicle connection while also deceiving or altering data. Figure 1 depicts the
architecture of VANETS involved in this process.
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Fig. 1. VANET Architecture

Radio communications interfaces are planned to be added to automobiles in the near
future as they become more sophisticated systems. As a result, mobile ad hoc networks
may be used to create vehicular networks, often known as VANETs (Vehicular Ad hoc
NETworks). Conventional security techniques are not always successful in VANETSs
because of their mobility, short connection periods, and other unique aspects. The in-
herent properties of vehicle communication have thus prompted a broad range of re-
search contributions to be lately made available. Data transmission through VANETS
relies heavily on its authentication method for both security and privacy. In other cases,
such as cloud computing, the abundance of storage and processing resources boosts
efficiency. OBUs that store sensitive data must typically validate between 1000 and



5000 messages per second with a network of 100 to 500 cars. Due to the increased
computational load and improved traffic flow, cloud-assisted VANET has been a huge
asset for OBUs. The metadata stored by cloud providers is often stored in relational
databases, which leaves the data privacy of users open to attack.

Using pseudonyms to communicate with each other and the roadside units, VANETS
authenticate their vehicles and hide their real identities by using these pseudonyms,
which are frequently changed so that the pseudonyms cannot be easily linked together
and thus reveal the real identities of the vehicles. A pseudonym change will be of little
benefit if past and present pseudonyms are connected in any way. Because of this, a
variety of approaches have been suggested to obscure the pseudonym reforms to make
it impossible to connect pseudonyms together. When changing your pseudonym in a
low-traffic setting, many of these solutions don't completely protect your anonymity.

2 Motivation

VANETSs demand a unique grade of requirements to maintain responsibility and ac-
countability of drivers engaged in accidents, traffic infractions, emission standards and
anomalies in order to conduct punitive steps if a driver commits any crime. Besides
that, location and context-aware services must pin-point user location and preferences
to deliver the most detailed, accurate and complete list of customised information. De-
spite such, sharing of such information presents serious privacy considerations that can-
not be overlooked. Also, privacy considerations in vehicular communications are im-
portant to give security for the user data from profiling and monitoring. Several aspects
effect on the success of mix-zone method, such as user population, mix-zones shape,
location sensing rate and spatial resolution, as well as geographical and temporal limits
on user movement patterns. None of the current mix-zone techniques address all these
aspects properly. Most of the previous mix-zone ideas fail to offer effective mix-zone
creation algorithms that are effective for mobile users moving on road networks and
yet impervious to timing and transition assaults [26]. The objective of this article is to
present a detailed explanation of mix-zones in order to safeguard the privacy of vehicle
passengers from a range of aspects. This study also explores a variety of fascinating
issues, such as possible enhancements or research gaps in the mix zone [27-30].

3 Privacy Preservation in Autonomous Vehicles

A system for protecting the privacy of one's whereabouts Obfuscation, anonymization,
and the addition of fake events are all examples of primitives. Users' paths are obscured
and events are mapped with various timings while concealing events. Additional
events, such as those of a typical user, are included while creating mock events. It's
possible to obfuscate locations by adding noise. Cloaking in space and time are two
examples of this. Unlinkability between a place and a user's identity ensures anonymity
in anonymization. For example, pseudonymous or pseudonymous identification may



be performed via the use of pseudonyms, mix zones, group signatures, and silent peri-
ods. In order to keep track of upcoming events, users must register their interest in the
application zone. This helps the consumer stay up to speed on the latest product infor-
mation. A user's location may be readily tracked when they connect directly with an
application. Communication between car and application is done through middleware,
which prevents a direct link between a vehicle and the network. When a vehicle is in
the mix zone, it comes into contact with a vehicle that does not have an application
callback. Store and forward networks, such as Mix networks, are used to allow anony-
mous communication. Prior to transmission, the messages are rearranged based on sev-
eral variables. As a result, there is no way to connect the two messages that were sent
and received. Users' location privacy is protected via a variety of mix zone strategies.
Geometry, population, spatial and time resolution, and spatial restrictions in road net-
works all have a role in how effective a mix zone is. Due to the lack of a location-based
service connection and an application call back, it is not possible to link a place to a
vehicle's identity in the mix zone. An individual's identity is readily discernible when
they communicate with the app in this manner. Middleware acts as a go-between be-
tween the car and the application, keeping the user's identity private. The use of mid-
dleware protects the confidentiality of the data and the anonymity of the user. The pre-
vious and new pseudonyms of a user in a regular traffic environment are simply con-
nected. When a person switches pseudonyms in the mix zone, their identity can no
longer be tied to their current location, allowing for unlinkability.

4 Necessity of Mix-Zone

We have identified three main avenues for an attacker to connect pseudonyms:

e The use of non-volatile data (such as unencrypted upper layer identifiers or the radio
fingerprint of a unit) to infer a relationship between two messages is an example of
an attack based on non-volatile data.

e Use of protocol knowledge (e.g., a vehicle consistently transmits in one time slot,
regardless of its pseudonym) to connect messages is an example of a protocol-based
attack.

e This kind of attack relies on physical factors and limitations to determine a node's
present location, which may then be used to establish a connection between two
messages as being from the same node. The perpetrators of this assault have charac-
terised it as a straightforward tracking operation.

As a starting point, we have identified three main avenues for an attacker to connect
pseudonyms:



e The use of non-volatile data (such as unencrypted upper layer identifiers or the radio
fingerprint of a unit) to infer a relationship between two messages is an example of
an attack based on non-volatile data.

e To connect communications, attackers utilise attacks based on protocol information
(for example, a car consistently communicates within a certain time slot, regardless
of its pseudonym).

e This kind of attack relies on physical factors and limitations to determine a node's
present location, which may then be used to establish a connection between two
messages as being from the same node. Simple tracking has been used to characterise
this attack.

In order to connect a pseudonym, there are three main ways an attacker may go about
it. Extra data, such as unencrypted upper layer IDs, or the radio fingerprint of a unit
(such as the radio fingerprint of a unit), are utilised to infer a link between two mes-
sages.Protocol-based attacks, in which knowledge of the proto-col (e.g., a vehicle con-
sistently transmits at a given time-slot, regardless of its pseudonym) is used to connect
messages, notwithstanding the pseudonym's anonymity [6]. The physical parameters
and restrictions are used to infer the current location and connect two messages as be-
longing to the same node, for example, by using the estimated distance travelled and
the previous position. The term "simpletracking" has been used to characterise this at-
tack. An attacker might take one of three routes, which we've identified. Pseudonyms
for links are as follows: Based on non-volatile data, where extra information is required
for an attack. Such as an unencrypted upper layer) does not alter the radio fingerprint
of a device, which is used as an identifier [7,8].

A method known as mix-zone was devised to ensure that past and new pseudonyms
could not be linked. This kind of zone allows unlinkability by having a large number
of users enter in a random sequence, adjust their pseudonyms, and then leave the zone
in a different order. The mix-zone concept makes the following assumptions to preserve
privacy: k participants must arrive in a mix zone area before any participant may exit
the territory. Each participant in the zone spends an unspecified amount of time in the
territory, beginning and ending at various points. Transition probabilities follow a uni-
form distribution. Methods for constructing mixed zones: Based on the mix-zone para-
digm [9-14], three building methods have been devised for the development of func-
tional mix-zones. The time window limited method defines a rectangle at the centre of
the intersection in a predetermined size. On the basis of this assumption, an anonymity
set is created depending on how many people enter the mix-zone at a given moment.
There should be a relatively short time frame in which to conduct the experiment. The
size of the window is determined by criteria such as the size of the zone, the anonymity
level of the user, and the speed of the user. TWB shifted Rectangular Mix-zones include
two additional features: First, the rectangle is defined in a shifted manner. A non-rec-
tangular size is described in the TWB NonRectangular mix-zones as well. Using a non-
rectangular method eliminates the risk of timing attacks.

To maintain their anonymity, each user talks with the network infrastructure using a
pseudonym or their actual name and device number. In order to access location-based



services, users first get their location through a positioning system, and then submit this
information to the LBS application server. Although pseudonyms may protect a user's
true identity, the LBS application server may deduce a user's position or movement path
from this information, resulting in a breach of location privacy.

5 Variants of Mix-Zone

The position of a car in a vehicular network is a critical piece of information. It is pos-
sible to safeguard vehicle privacy by using a technique known as "pseudonym change,"
in which a large number of cars collectively adopt different pseudonyms in order to
create a "mix zone." But the number of collaborators in the spatiotemporal environment
is a factor. Figure 2 showcases the mixzones and their visualization.
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Fig. 2. Mixzone Visualization

MobiMix is a mix-zone architecture for road networks focused on the protection of
mobile users' location privacy. MobiMix's solution to location privacy protection is to
employ mix-zones, where no programmes may track user movement, in place of spatial
cloaking. Certification issuance and pseudonym issuance methods are included in
indMZ's pseudonym scheme for vehicular networks. When a vehicle joins a roadside
unit, its pseudonym will be L. When a pseudonym is about to expire, the car may create
a mix zone by broadcasting beacon signals to the area. The independent mix zone im-
plies that each of the collaborating vehicles will generate some randomised pseudo-
nyms and contribute to the required k-anonymous mix zone. It is possible for the vehi-
cle to create a k-anonymous pseudonym change region even if there is no input from
anybody else.

In [30], time-window-based options for protecting location privacy in mix zones are
discussed. Based on the mix-zone paradigm, three building methods have been devised
for the development of functional mix-zones. The time window limited method defines
arectangle at the centre of the intersection in a predetermined size. On the basis of this
assumption, an anonymity set is created depending on how many people enter the mix-
zone at a given moment. There should be a relatively short time frame in which to
conduct the experiment. The size of the window is determined by criteria such as the
size of the zone, the anonymity level of the user, and the speed of the user. TWB shifted
Rectangular Mix-zones include two additional features: First, the rectangle is defined



in a shifted manner. A non-rectangular size is described in the TWB NonRectangular
mix-zones as well.

6 Background Work

Using pseudonyms to hide one's identity in a dedicated infrastructure (DI) system has
been suggested by Raya et al. Pseudonyms are fictitious names that are only valid for a
short period of time. VANET pseudonyms may be used in a variety of ways [23-24].
For the time being, it has been proved that pseudonyms may be tracked and their gen-
uine identities revealed using various probabilistic models as stated in [5]. Mix zones
were a popular way to connect pseudonyms. To describe mix zones, a group of people
may alter their pseudonyms together at a secret location, without being connected to
each other. Pseudonyms will be harder to connect if the pseudonym shift is concealed
in this manner. Dedicated Infrastructures could benefit from the usage of pseudonyms
and mix zones (VANETS). There are no significant deployments of the DI technique at
this time [1,4,13,25]. Online privacy preservation is an important method for safeguard-
ing the private of moving things. There are a variety of ways to keep location data
private. Cloaking, either in time or space, is a common method [3,10,12]. Generaliza-
tion, in this case, is the process of expanding in both time and space in order to meet
the k-anonymity level [16]. k-anonymity refers to the condition of being anonymous
among other k things. On the basis of the quality of the data, cloaking can ensure k-
anonymity. If you want to hide your position, you'll have to utilise one of two methods:
a trusted third party or a group of people updating their locations simultaneously [11,
12]. The latter depends on open and honest communication among the group's mem-
bers, which calls for mutual trust. Virtual trip lines (VTLs) were introduced by Hoh and
Gruteser [3]. Vehicles must update their position when they pass a VTL border, which
is sent to the client programme. Because cars do not update their whereabouts outside
of VTL areas, the system is unable to collect traffic conditions. Pseudonyms may easily
be linked to hacked VTLs if any of the lines are compromised. As a result of the con-
siderable time and effort put into selecting VTLs and making them available to users,
the system is not suitable for usage by a large number of people [15]. Location cloaking
is used in [11] by the writers to obscure the location of users. As a result, the precise
position of the data is obscured by a jumble of temporal and geographical parameters.
It ensures k-anonymity in terms of both the temporal and spatial aspects. However, it
still depends on a trustworthy third party and reduces the data quality. Using [8], the
authors propose a two-way cloaking technique, in which a user submits her cloaked
position to an anonymization server, which in turn produces an anonymous cloaking
rectangle with k users inside of it[16]. By generalising location to the safe zone, cloak-
ing depends on an untrusted third party to determine the safe region. It is comparable
to the technique used by [12] in which users collaborate to construct a secure zone
without the assistance of a trusted third party [17-23]. In this approach, users are pre-
sumed to be honest and trust each other to determine the safe region.



7 The Mix Zone Network Model

There are two basic kinds of designs for the anonymization methods used in Location
Based Servcies (LBS) to improve privacy. [23] Peer to peer and a Trustworthy Third-
Party (TTP) server are two different ways of doing this. Mix-Zones [18] may be used
to create a real-time anonymity system based on the previous design. Third-party trust-
worthy servers are the trusted servers of the telecom operator linked with the Location
Based Services server and the end user. The anonymization method will be performed
only by the TTP, which is expected to maintain complete security over the data it pro-
cesses [24]. In order for this technique to be effective, the MO's routes must cross.
Generally, these intersections are traffic signal junctions on the road networks [25].
Because of this, the intersections of traffic lights are known as Mix-Zones. According
to the trusted third-party server that links the MOs with the Location Based Service
providers, a Mix-Zone is a particular region. LBS application servers connecting to this
trusted server must know the identities of the appropriate MOs. Pseudonyms, rather
than real names, should be used for this purpose. Anonymizing all users inside the Mix-
Zone further enhances the MO's real-time privacy. A period of time will be set aside
for this anonymization to take effect, which corresponds to the length of time it takes
for the TTP server to activate the Mix-Zone. In addition, the existing MOs will be re-
seudonymized in order to confuse the user's privacy thief. The TTP server informs MOs
in advance of their entering the network about the Mix-location Zone's and duration.
Figure 3 depicts composition of a gate in a mixzone.
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Fig. 3. Gate Composition in a Mix Zone

7.1  Confidentiality Threats

The security of communications in a vehicle network is especially jeopardised by meth-
ods like as eavesdropping and broadcast messaging, which may be used to gain position
data and read private messages. An insider or an outsider may eavesdrop on other driv-
ers' conversations without their consent, and then utilise that information for their own
purposes without the drivers' knowledge. For drivers, privacy and anonymity are criti-
cal considerations. Protecting users' privacy by hiding their precise spatial and temporal
position is a kind of location privacy. Anonymity may be obtained by making a user's
request indistinguishable from those of other users.



7.2 Pseudonym Switching

Location privacy, the capacity to keep others from knowing one's present or previous
location, is crucial in VANETSs. Whenever vehicles exchange data across communica-
tion channels, such data may be uniquely identified by the other cars in the system as
originating from that specific car. To be clear: If this identification were to stay con-
stant, other external users might de-anonymize individuals via broadcast messages that
correlate to this constant ID, which could be used by other users to identify them. When
it comes to location privacy, an adversary would be able to follow the vehicle's position
and movement over a period of time if they detected that the same identification was
being broadcast along a route. The method VANETS interact must be changed to avoid
this breach of privacy.

7.3  Pseudonym Scheme Change Effectiveness

Pseudonyms are being studied for their usefulness in altering schemes, which is a major
focus of the study. An adversary's ability to link changes in pseudonyms to the appro-
priate user is often used to assess this. The pseudonym changing technique is insecure
if an attacker is able to determine the connection. Although this thesis does not concen-
trate on the details of a pseudonym-changing strategy, numerous previous publications
have analysed various strategies and their usefulness. The degree of privacy acquired
is one of the key issues that will be examined in this thesis. Entering and departing a
mix zone affects how much location privacy an individual user has. Pseudonym-chang-
ing schemes are necessary for assessing the severity of any other attack threat models
that might compromise the system's location privacy [36, 37].

7.4  VANET Cryptographic Mix Zones

To make it more difficult for the enemy to determine who performed a certain action,
Chaum [5] proposes anonymous systems. Anonymizing areas in virtual networks
(VNs) may be created using a cryptographic approach known as mix-zones [2]. Adver-
saries can't read communications containing sensitive information, such as vehicle sig-
natures, if they use a pseudonym that can be easily linked to it. This means they can't
link two different pseudonyms that are used by the same vehicle at the same time. In
order to provide location privacy, anonymizing zones need to be densely populated with
cars and unpredictable in their movements. We suggest that preset areas be designated
as "mix zones," in which pseudonym modifications must be enforced. Because road
crossings are where traffic's speed and direction fluctuate the greatest, the most cars are
mixed together.

7.5 CMIX Protocol

The opponent may readily identify mix-zones due to their fixed locations. As a result,
communications emanating from the mix-zone region might be intercepted. While in a
cryptographic MIX zone (CMIX), all valid cars are given a symmetric key by a roadside
unit (RSU) of the mix-zone, and they use this key to encrypt all communications sent
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and received while in the zone. Once the symmetric key has been established, it may
be used. It is possible for nodes entering the mix-zone via a key forwarding technique
to acquire the mix-zone key, and then the RSU may switch to a new key using a key
update mechanism.

7.6  Private Pseudonym Change Chaff Mechanisms

Cooperative awareness messages are vital for safety and efficiency applications in ve-
hicle communication systems. Passenger privacy may be compromised if these conver-
sations are not properly designed. For this reason, the use of ephemeral credentials such
as pseudonyms was recommended, in order to divide up an excursion into unlinkable
sections. Encrypted mix-zones allow vehicles to covertly change their pseudonyms dur-
ing segment transitions. In spite of previous attempts to address the location, design,
and procedures of mix zones, attacks on cars entering and existing these zones remain
a problem. Earlier techniques primarily looked at homogeneous traffic, ignoring varia-
tions in vehicle density caused by changes in the population of drivers, the shape of the
route, and even the time of the day. It is dangerous to draw conclusions about the prac-
ticality of a new technology based just on anecdotal information. As a result, a unique
method that works regardless of vehicle movement patterns has been developed. If
there are a sufficient number of fictive chaff vehicles present, the system will create
them and broadcast their traces, but otherwise it will remain undetectable. This greatly
enhances privacy protection in low-traffic areas, such as suburban areas, and during
low traffic times. Since chaff vehicles (and messages) must not interfere with the proper
operation of safety applications, the new method ensures that an external attacker can-
not tell the difference between real and chaff vehicles.

8 Problem, Issues, and Challenges Today in Mix Zone Network
Model

Despite the present tendency, future VANETS and their applications will include new
developing technologies that bring new capabilities. Future VANETS face a number of
difficult difficulties, some of which are listed below: Control and management of vehi-
cle-to-infrastructure communication networks is a major problem. Vehicular networks
should not have intermittent connections owing to high vehicle mobility or significant
packet loss. Future VANETSs will need vehicles that are both mobile and cognizant of
their surroundings in order to function properly. In the event of an emergency, each car
in the network should be aware of the location of the other vehicles. Management of
heterogeneous smart cars will be necessary in the future, since there will be many of
these types of vehicles on the road. Another problem of future VANETS is the manage-
ment of diverse vehicles and their erratic connectivity. The content and location of a
user's data are constantly at danger [31-36]. When automobiles talk to one other, users
should be able to choose what information they want to give and what information they
don't. Instead of transmitting sensitive data to the cloud for analysis, local examination
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may ensure privacy. Future VANETS have the task of supporting network intelligence,
which is one of the most pressing issues. The edge cloud receives and preprocesses the
data acquired by cars in future VANETS before sharing it with other portions of the
network, such as standard cloud servers.

9 Possible Enhancement in Near Future towards Mix Zone

The edge cloud receives and preprocesses the data acquired by cars in future VANETSs
before sharing it with other portions of the network, such as standard cloud servers. In
the same way that we're all accustomed with and rely on mobile phones in our daily
lives, VANETSs have a bright future ahead of them. It's now a component of the gov-
ernment's overall plan. A new form of laser speed camera is being considered by NSW
and Victoria police in Australia. This camera can detect mobile phone use and speeding
cars from half a mile away [13]. As part of a zero-tolerance campaign against driving
crimes, Dorset police in the United Kingdom are using cameras developed by Tele-
Traffic UK branded as Concept II. Numerous VANET traffic safety and reliability ini-
tiatives are now underway in nations throughout the world. Because of the potential of
associating prior and current pseudonyms, privacy-preserving approaches that use
shifting pseudonyms might result in privacy leakage and disclose true identities [37,
38, 39, and 40]. Users may change their pseudonyms in secret by using mix zones,
however it has been shown that statistical algorithms can trace this pseudonym change
under certain conditions.

10 Conclusion

VANETS are a new kind of ad hoc network that establishes communications between
smart vehicles, devices and associated infrastructure. Drivers and passengers alike ben-
efit from VANET's enhanced safety and entertainment features. There are a wide vari-
ety of threats and assaults that may be launched against automobiles using wireless
communication technology. As a result, protecting VANETS is more difficult than se-
curing any other kind of network. In order to maintain one's privacy, this research ex-
amines alternative pseudonym tactics and mix zone formation methods. A review of
recent studies dealing with VANET privacy, authentication, and secure message distri-
bution was provided in this presentation. We categorised the publications based on the
tools and strategies employed in them. We compared and contrasted the procedures in
each area and evaluated the benefits and limitations of each. After that, we spoke about
some of the difficulties that still need to be resolved. With any luck, the results of this
poll will be useful to others doing similar work and will help to clarify some of the
remaining questions.
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