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ABSTRACT: The term "Internet of Things" is becoming increasingly popular and promising,
ushering in a new era of smarter connectivity across billions of gadgets. In the foreseeable
future, IoT's potential is boundless. The healthcare industry, often known as IoHT, is the most
demanding application of IoT. Any healthcare-based [oT system starts with sensors, RFID, and
smart tags, all of which are limited in terms of resources. When these devices are integrated,
there is a significant need for safe information transformation since they carry sensitive patient
information that might be extremely dangerous if it falls into the hands of an unauthorized
person. The internet of things based on blockchain is a new technology that combines the
benefits of both blockchain and cryptography to protect data at the physical layer. It is
lightweight compared to other traditional approaches and does not compromise security levels,
as the name implies. This paper explains how to safeguard data using elliptic curve
cryptography for blockchain network to encrypt and store the data. On the basis of energy and
memory efficiency, as well as latency, the proposed method is evaluated.

KEY WORDS: Security, IoHT, sensors, RFID, resource constraints, blockchain, elliptic curve
cryptography, latency, efficiency.

1. Introduction

The Internet of Things has become the most widely used term in the world today. It is a
technical concept that entails practical devices such as sensors and actuators that are used to
collect real-time data, convey that data over the internet, and store that data on cloud-based
platforms with or without human participation [1-3]. In 1999, Kevin Ashton coined the term
"Internet of Things" to promote the usage of radio frequency-based identification (RFID),
which involves a variety of embedded devices. With the advent of home automation, industrial
energy meters, wearable and self-health care devices in 2011, the tremendous expansion of [oT-
based devices began [4]. The health-care industry is a significant contribution to the overall
number of [oT-enabled devices in the world. The advent of IoHT allows patients to self-assess
their body states while concurrently uploading these data to the hospital's server, allowing
doctors to maintain track of patients' health problems and schedule exams and visits only as
needed, saving both money and time [5-6]. However, the widespread adoption of this
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technology has resulted in a slew of concerns and challenges relating to patient data protection.
Data protection is required at three layers in any IoHT device: physical/design, communication,
and computation. They are further categorized as resource rich (phones, tablets, computers) and
resource constrained (sensors, RFID) devices (Fig 1) [7]. Resource constrained devices are
often used to deal with real time applications that require accurate processing of data. In
addition to this they are limited in terms of power consumption, available memory and

computation speeds [8-9].
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Fig 1: Categorization of IoT devices

In most of the countries, the authentic information provided by the healthcare data should be
confined through “Health Information and Portability Accountability Association (HIPAA)”
[9]. Efficient and safe implementation of these healthcare systems can be achieved by using
optimized and robust security systems [10]. Due to the mutual distrust in the environment,
gadgets will be unable to operate independently and will need to be secured and authenticated
in order to function effectively. Blockchain is a distributed ledger-based authentication system
can be used to keep data comprising many types of health information secure and private.
Consistency of storage data is achieved using consensus algorithm. The entire framework is
distributed between nodes so that even the failure of few nodes will not tamper the data or allow
new attacker nodes to enter into the system [11]. Whenever peer-peer communication is
observed, the public key cryptographic algorithm is used for authentication purpose between
IoT devices. However, to lower the barrier to implementing and using blockchain in these cases,
a lightweight blockchain consensus should be established [12]. It makes any network
decentralized by improving the security. Each device in a blockchain network has a unique
device ID, private key and hash function of critical data for authentication validation before the
access is given to the [oT device. Asymmetric cryptography such as elliptic curve cryptography
or SHA-256 is used to encrypt and decrypt the data after authentication before storing in the
blocks [13].

Organization of the Work: The paper is organized as follows: Section II give a literature
survey regarding related researches followed by motivation in Section III. Section I'V describes
the challenges in designing a secure [oT system and Section V provides solution for security of
resource constrained IoHT devices. Section VI describes the blockchain mechanism employed
for secure transfer of health data. Section VII explains the working principle and the algorithm
of elliptic curve cryptographic algorithm used for encryption purpose before storage of data in



the blocks. Section VIII discusses the simulation results. Section XI provides an insight about
the future scope of this research followed by conclusion.
2. Related Work

A lightweight blockchain architecture for healthcare database management was proposed by
Leila Ismail and Huned Materwala [14]. The network participants are divided into demographic
clusters by maintaining one copy of ledger. Forking is avoided by using a using a Head
Blockchain Manager to handle transactions. The proposed method outperforms traditional
Bitcoin network in terms of network traffic generated and computation speed. An autonomous
solution to store the user credentials without the dependence of TTP was proposed by Daniel
Maldonado-Ruiz [15]. The method developed was coined as “Three Blockchains Identity
Management with Elliptic Curve Cryptography (3BI-ECC)”. Their system ensures that there is
full integrity with secure identity and communication infrastructures with the presence of
specific identity blockchains in the network. The system is more transparent to the user. Utsav
Banerjee, Anantha P. Chandrakasan [16] developed a variant of elliptic curve cryptography
algorithm and named it a pair-based cryptography (PBC). It uses the functions of bilinear maps
between elliptic curve and finite fields that enables it to be used in novel applications other than
secure key exchange. Chips were fabricated involving these secure algorithms with pairing
crypto core occupying 112k NAND Gate Equivalents (GE) and 16KB of SRAM proving it to
be an efficient and low-power architecture. Dipankar Dasgupta, John M. Shrein and
Kishor Datta Gupta [17] discussed about the strength, power consumption, security level,
complexity and vulnerability of various cryptographic algorithms used in blockchain in
healthcare domain such as NIST P-256 curve, DSA, ECDSA and Cryptographic hashes. They
consider ECC to be susceptible to side channel attacks, fault and timing attacks. SHA-256 is
considered to be unbreakable according to them. They also discussed some new research rends
in blockchain and the new vulnerabilities that could occur in future.

Then, Chiu C. Tan,, Haodong Wang, Sheng Zhong and Qun Li [18]
developed a lightweight identity based cryptography for body sensor networks that manages
security, privacy and accessibility for health care monitoring and tested it on commercially
available sensors. Simulation results showed that the proposed method performs faster
computation than other sensor platforms but suffered from slow query performance compared
to other ciphers. Further an efficient and secure authentication for IoT healthcare devices based
on RFID tags and card readers using elliptic curve cryptography (ECC) was proposed by
Davood Noori [19]. This authentication system can be used for safe communication of
information regarding patients’ health. The proposed algorithm proves to be efficient in terms
of complexity due to lower computation cost and lesser multiplication rounds in ECC compared
to other techniques. An FPGA-acceleration of ECC operation suing binary Edward curves were
implemented by Carlos Andres Lara-Ninoa and Arturo Diaz-Perez [20]. The method takes
advantage of the scalar point multiplication property of ECC algorithm. Results show that the
proposed technique uses only 1400 slices of Virtex-5 FPGA to provide a security strength of
up to 128 bits.

3. Motivation

Health care is one of the fastest sectors to adapt to the changes made in IoT based systems.
““MarketsAndMarkets” predicts that [oHT will be worth US$ 163.2B, commercial report
claims a spending of $117B, and McKinsey estimates an economic impact of more than US$
170B” [21]. development of e-health systems such as electrocardiography,



electroencephalogram, diabetes can be cost saving and help patients suffering with chronic
diseases reduce the number of hospitals visits [22]. Also, the outbreak of covid-19 pandemic
has created a fear in minds of people and refraining them visiting hospitals which could
potentially cause them to suffer from the virus. This has enabled the IoHT sector to grow
exponentially and will continue to bloom for the next few years. People are now looking for
safer and less expensive ways to maintain and monitor their health. Due to the increased
number of users, it has become an attractive sector for hackers. Hence, it is important to develop
IoT based systems with enhanced security that enables safe transfer and computation of
patients’ data. Security can be achieved by various methods like cryptography, block chain
technology, machine learning techniques like supervised, unsupervised and reinforced learning
etc. [23]. This paper focuses on blockchain based network using elliptic curve cryptography to
protect the data at the sensing/physical layer of any IoT based system.

4. Concerns and Challenges in Implementation of Cryptographic Techniques to
Resource Constrained IoHT Devices

From physical sensors to computer servers, any loT network incorporates a wide variety of
platforms. This creates a slew of new difficulties for consumers, including privacy, security,
compatibility, scalability, and interoperability [23]. IoT devices are a particularly appealing
target for hackers because they interact directly with the actual environment to collect sensitive
data [24]. The most common attacks experienced in this stage includes eavesdropping, replay
attacks, node capture attacks, side channel attacks etc. These devices can potentially be
physically damaged in addition to being tapped to gather the sensitive data provided. As a
result, cyber security is required, which is regarded as a key problem in the implementation of
authentication, data security, availability, privacy, and accessibility [25]. The approach used to
protect sensitive data is entirely dependent on the surroundings. The proposed approach must
be appropriate and highly secure for an IoT device's applied layer, but it must be developed in
such a way that it does not interfere with the device's normal operations. Because these devices
are resource constrained, traditional PC cryptography approaches do not fit into this group.
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Fig 2: Challenges in implementation of cryptography



Figure 2 explains the cryptographic technique used to preserve this information must be
designed by keeping in mind the limitation of the device. The major challenges include [26]:
Low computation power, Lower energy, Reduction in availability of space due to smaller size,
Reduction in memory space (ROM and RAM), Lower power and Faster execution time

5.  Solutions to Enhance Security in Physical Layer of IoHT Devices

The main characteristics to be taken into consideration while choosing the right cryptographic
techniques are cost, performance and security level. Performance can further be divided into
subsections such as energy and power consumption, latency, computation speed, memory
occupation and different attack models such as linear and differential attacks, side channel
attacks and gault injection attacks [27]. Most of the above-mentioned concerns are solved
following LWC techniques with simple key and lesser number of rounds [1]. Cryptographic
techniques are categorized as symmetric and asymmetric based on the number of keys. A
symmetric cryptographic technique uses the same key for encryption as well as decryption
whereas asymmetric technique has two private public key pairs [28]. In symmetric block
ciphers the encryption and decryption process take place continuously. Many asymmetric
algorithms such as ECC, ChaCha20 are widely used today for both lightweight as well high-
end security systems [29]. This enables to share information between two parties by generating
a common secret key without actually revealing each of the party’s private keys [30].

6. Blockchain Based IoHT Devices

Blockchain is a public ledger used for secure and consistent transactions by anonymous users
termed as miners. Only the first miner who soles the proof of work (POF) will get rewarded
with bitcoins, which ultimately lead to the extension the blockchain network. The verified
transactions are stored in the body of the blockchain using a structure called the Merkle tree
and the blocks are linked together [31]. This decentralized characteristic of blockchain declines
the need for authorities to monitor transactions and makes the system more secure, fair and
unbiased [32]. As the work is now trending towards online mode of processing, Healthcare
sector is also not spared from this trend. With the increasing demand for data collection,
processing and storage electronically in digital format, there is equally vulnerable on the
security of data being transferred across network and it opens a gate for the hackers to easily
trap the information being transferred if it is not secured and encrypted. Blockchain is an
advanced cryptographic technology that supports and ensures secured transmission of
electronic data and it is emerging in the healthcare industry very rapidly as healthcare is
becoming a vital part of our lives [33]. With healthcare automation, all the healthcare services
are interconnected electronically for storing and retrieving patients’ health information,
monitoring and investigating healthcare details through different medium. Blockchain
technology helps in revolutionizing the conventional healthcare practices to a more secured,
personalized, reliable and efficient mode of practice in terms of data sharing, drug traceability,
clinical trials and pharmaceutical supply chain management due to its flexible, trusted, shared
and reliable architecture.

Integration of Blockchain technology with IoHT is gaining potential to address and
overcome data vulnerabilities due to its (i) Scalable and decentralized architecture (ii)
Uniqueness to develop applications without cloud or server dependencies (iii) Dependability



and traceability to IoHT data (iv) Ability to provide secured data transmission between IoHT
devices (v) Transparency to data (vi) Reliability to services [34].

Fig 3: Advantages pf blockchain technology

Several healthcare companies use IoHT to provide services such as patient monitoring, asset
management, and inventory tracking. Due to enhanced transparency and security in
communication, the introduction of Blockchain characteristics in the healthcare industry
provides confidence and dependability in data and services to all parties participating in this
segment. There is still a lot of research being done to optimize and address the challenges of
data standardization and regulation, integration with existing healthcare systems, the
establishment of Blockchain-IoHT policies, improvement of latency and throughput for huge
healthcare data and to prove that the healthcare practices implemented using Blockchain
technology is safe and reliable before large-scale implementation.

7.Elliptic Curve Cryptography for Private Key Generation

Elliptic curve cryptography is an asymmetric public key-based encryption technique based on
algebraic structure of elliptic curve over finite field that offers high level of security with lesser
key size compared to other existing techniques. It was first proposed by Victor Miller and Neal
Koblitz in the year 1985 [35]. The private-public key pairs are obtained by solving the elliptic
curve equation defined over a finite field given by:
y2 = {x3 + ax + b} mod {p} €))

where, p is any prime number and a and b are constants such that 4a3 + 27b2 = 0.

The user comes to a conclusion after a common elliptic curve equation to generate private-
public key pairs. Each of them uses the other users public key to generate a new set of secret
keys for encryption purposes. Since this uses a common key based on the users’ private keys,
it is difficult for any intruder to tap the message. The elliptic curve can be defined using any
type of numbers namely rational, real or complex [36]. The elliptic curve lacks a
straightforward encryption mechanism. Instead, ECC is used to generate a common secret key,
and the data is encrypted using Elliptic Curve Diffie-Hellman (ECCDH), a hybrid
cryptography system [37]. ECCDH, on the other hand, is vulnerable to man-in-the-middle



attacks [38]. After generating a secret key based on mutual acceptance, the key can be used to
encrypt data using any symmetric or asymmetric technique, such as ChaCha20, AES-GCM,
RSA, and so on. Confidentiality, authentication, and non-repudiation are all guaranteed via the
key exchange method [39]. This paper discusses the implementation of ECC to generate private
and public secret keys and develop a mechanism to encrypt the data using Ron Rivest, Adi
Shamir, and Leonard Adleman (RSA) algorithm involving the secret keys generated using
ECC. The algorithm of both ECC ad RSA is discussed below.

6.1 Algorithm For ECC Based Secret Key Generation
e EncryptionKey(pubKey) --> (sharedECCKey, ciphertextPubKey)
Generate ciphertextPrivKey = new random private key.
Calculate ciphertextPubKey = ciphertextPrivKey * G.
Calculate the ECDH shared secret: sharedECCKey = pubKey * ciphertextPrivKey.
Return both the sharedECCKey + ciphertextPubKey. Use the sharedECCKey for
symmetric encryption. Use the randomly generated ciphertextPubKey to calculate
the decryption key later.
e DecryptionKey(privKey, ciphertextPubKey) --> sharedECCKey
e (alculate the ECDH shared secret: sharedECCKey = ciphertextPubKey * privKey.
e Return the sharedECCKey and use it for the decryption.
6.2 RSA

RSA is one of the most famous algorithms used even today in digital signatures and blockchain
networks. It involves the use of both public and private keys to encrypt and decrypt the
information. The difficulty in retrieving the plain text back from cipher text depends on the
massive product of the two large prime numbers [40].

RSA Encryption algorithm

Input: RSA public key (n,e), Plain text

Output: Ciphertext c

Begin 1. Compute c= m® mod n

2. Return c:

End

RSA Decryption algorithm

Input: Public key (n,e); Private key d; Ciphertext c

Output: Plain text m

Begin 1. Compute c=c® mod n

2. Return m.

End

8. Results and Discussion

The ECC algorithm is used to generate the secret key by generating random public keys and
the obtained secret key for encryption and decryption is used as key for RSA algorithm of
symmetric encryption. The following algorithms were implemented in Python and the results
are mentioned below.
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8x5a8flaabb35al7a7cfeicfdefd2od6631af709f74180a742ba2569bba3ac5c620
encryptio
0x3d4bbc486521532d462dfen00958at8c60c70T5d6aec75e67e550096501e8e820
decryption
0x3d4bbc486521532d462dfenp958af8c60c70T5d6aec75e67e550096501e8e8e0

Fig 4: Secret key generation using ECC
ENCRYPTION AND DECRYPTION USING SECRET KEY
Original msg: b'ORIGINAL MESSAGE FOR RSA BASED ENCRYPTION'

Encrypted msg: {'ciphertext':
00188dc9chas 6Td18!
‘nonce’ : 2 3c26048T09', 'authTag'
cce5 ', 'ciphertextPu

5 fd 868chH3
T8ee8b90e472b2171fddc5ec3efcd45aaza5e5c7cecdcd )c310fg7f2851'}

Decrypted msg: b'ORIGINAL MESSAGE FOR RSA BASED ENCRYPTION'

Fig 5: Encryption and decryption of data using symmetric cipher

For encryption and decryption, two distinct secret keys, namely public and private key pairs,
are formed, as shown in Fig 4. As demonstrated in Fig 5, the public key pair is also utilized as
a key for symmetric encryption using the RSA technique to encode and decrypt data.

The efficiency of algorithms will be investigated in the future by implementing them in a
lightweight blockchain network.

9. Conclusion and Future Work

This paper examines the software implementation of the ECC algorithm for generating secret
keys for data encryption in an IoHT blockchain network. The challenges of low-scale embedded
device security, as well as various methods to solve them, were examined. The use of
blockchain in IoHT was also discussed, and it was implemented by using ECC to generate a
secret key and RSA symmetric cypher to encrypt data and update data on the blocks. These
algorithms are also planned to be implemented in a lightweight blockchain network in the
future, with the goal of determining their efficiency in terms of latency, memory usage, and
throughput.

9.1 Future Work

IoT applications are growing rapidly day by day and as most of the industries are moving
towards IoT, energy consumption is one of the main constraints of the IoT world [41-42]. The
limited computational capabilities and resource constraints make it a vulnerable target for
hackers [42]. IoHT is a field that is widely in use now. It deals with millions of patients’ health
information which needs to be secured in order to prevent misuse. In future, light weight
cryptographic encryption in [oHT can improve the security level of the system and help to make
the devices more efficient and secure. Lightweight block ciphers are efficient in both hardware
as well as software. Asymmetric block ciphers, stream, hash and elliptical curve functions are



other available techniques which have a high potential to be employed in these devices to secure
patients’ information in IoHT [44, 45]. A lightweight blockchain network for secure
authentication of patient’s data can be developed that uses ECC algorithm to encrypt the data
before it is updated on the ledger. Further the hardware performance can be studied by
implementing these techniques in real time embedded systems, ARM-based microprocessors
and dedicated integrated circuits which are widely used in IoHT industry to observe various
parameters like circuit-footprint, throughput, latency, energy and power consumptions in order
to design ultra-low power IoT devices.
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