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Abstract. Distributed computing is a well-known concept in the
contemporary era. Every big technological company/firm runs
their applications on servers distributed across the world. It
compliments multiple benefits, including yet not limited to rapid
response times to clients and better reliability. But, distributed
the server may be, or it is still under the control of a centralized
entity, i.e., the company spearheading the servers. Decentralized
applications, abbreviated as DApps, aims to counteract this
drawback. The server-side code of DApps are stored and
executed upon a decentralized peer-to-peer network, like an
Ethereum blockchain. This way, DApps maintain all the
advantages of a distributed computing system while presenting
several added benefits.

Keywords: Blockchain, DApps, Ethereum, Decentralization,
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I. INTRODUCTION

With the advent of emerging technologies such as Artificial
Intelligence and the Internet of Things, healthcare is
undergoing a massive transformation. Over the past years,
Information Technology has undergone a massive upscaling
transformation. Healthcare however, did not catch wup.
Naturally, this rendered various undesirable effects such as
knowledge-based exploitation, and data mining without proper
consent and law abidance [1]. Another issue with conventional
systems is the lack of interoperability. “Healthcare providers” -
a group which can be taken to mean doctors, researchers, or
nurses for the rest of this study, manage their data on the
hospitals own database. If a patient goes to another hospital,
the hospital may only get limited data about the medical
history - only what is present in the patient’s medical card. If
an individual wants to receive web or telephony-based
consultation, they may find it hard to without there being a
convenient way to consensually share their data with the
healthcare provider. Therefore, we must come up with a way
to combat this by adapting the healthcare industry to modern
information standards. The topic of this study, DApps
(Decentralized Applications) fit this in this work paper
perfectly, as we shall see.
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A. Objective of this work
Establish a proof-of-concept for a mathematically secured data
model for the healthcare industry, which ideally provides a
trustless data store for patients, hospital records, and anything
of the like.

B. Blockchain - Introduction

The first use-case for the blockchain was in cryptocurrency.
However, substantial interest has grown in the usage of the
blockchain in other contexts. For the purposes of this paper,
the blockchain can be dumbed down and viewed as an
immutable data store, which enables interactions between two
entities without the requirement of any trusted third party. This
is in stark contrast to current systems where the private/public
hospitals maintaining health records act as an implicitly trusted
third party. But, is this really an advantage? Can’t one argue
that having a trusted third party would mean that disputes
would be easily resolvable, among other things? To answer
this question, we need to touch upon the cryptographic base
the blockchain stands upon. The blockchain runs on a
backbone of four principles:

e Decentralization: Any computing resources that are
required for the hosting of the DApps is shared among
all the nodes in the network, this means that no one
node has all the pieces to the puzzle, and manipulating
the network is much harder than on a centralized
network.

e Trustless-ness: In the world of centralized computing,
and centralized data storage, every participant in the
system depends upon the righteousness of the central
authority to manage their data in an ethical and legal
way. In a decentralized system such as the blockchain,
each and every participant has a full copy of the data,
called a “blockchain ledger”, and therefore if a single
node goes rogue, or goes offline due to a mishap, it
won’t affect the system.

e Security: With its public key infrastructure, blockchain
ensures that there is no way to access any record in it
unauthorized, and even effects due to vulnerabilities in
physical interfaces are limited to just that node. This
also ensures data integrity.

e Privacy: Any two parties can interact on the
blockchain network, anonymously, with limited fee,
and privately, behind a cryptographically secured wall.



C. Security in the Blockchain

The blockchain uses public key cryptography for its security.
In public key cryptography, each interacting entity maintains a
public key, and a private key. In order for two parties to send
messages to each other, the sender must encrypt their message
using a combination of their private key and the receiver's
public key, creating a key-pair. The keys are configured so that
the receiver can decrypt the message with their private key (no
one else can do so), and this decryption will also confirm that
the sender is indeed who they claim to be. It is not possible to
“invert” this process, and find out the private key of the
sender. This is due to mathematical concepts that lie outside
the scope of this paper, which can be referenced in the original
paper on RSA Cryptography [2] - the most widely used form
of public key cryptography.

II. ARCHITECTURE

Blockchain-based healthcare systems must provide medical
history, maintain medical records, and ensure that patients
have full control over who gains access to their data. Most
important, it should be able to achieve all this while keeping
the door open for a potential increase in user-base. Vertical
scalability must also be achievable, as the number of peers in a
network may be limited in some settings.

Choice of blockchain platform is also important. One
consideration is the legal issues which arise out of some
countries’ laws being averse to cryptocurrency. This would
imply the need to use a specialized blockchain platform which
does not issue digital coins, and is permissions-based -
therefore not requiring expensive computations or “mining”,
which is against rules in many countries, due to its high energy
requirements. However, this limitation is expected to be a
temporary one, as more and more countries are starting to
include blockchain technology considerations in their laws. So,
we shall freely utilise popular public blockchains such as the
Ethereum network, and lay a roadmap for future projects.

With this in mind, we can present an architecture as follows:
Every patient registering on the peer-to-peer network received
their own copy of the immutable blockchain ledger, and will
add their information to it in the form of blocks. Each block
can contain a massive amount of information, transactional,
health-related, bloodline-related, etc. The consensus and
sequence validity of these blocks are uniformly maintained by
each node in the network by virtue of smart contracts [3],
which are, to put it simply, a programmatic way to ensure each
node in the network is in sync with a common ‘plan’ on
maintaining data integrity.

From a software perspective, we can assume four entities to
be involved in the system - an Administrator, the doctors,
researchers, and patients, interacting with the following
modules - registration, record maintenance, record sharing,
record retrieval and record verification, each of which is
detailed below.

A. Registration
This module deals with patients, doctors or researchers
registering themselves to utilize the software system.
Registration of an entity must be protected by multiple
middleware. This middleware must ensure that

. if the entity is a healthcare provider, they must be
licensed, and certified
. every entity has registered themselves with the

underlying blockchain network properly.

B. Record Maintenance
This module deals with the updation/deletion of records from
the database. This module is only available to individuals who
have registered themselves, and have also been granted
permission to access the records by the owner of the record --
be it a patient, or a healthcare provider.

C. Record sharing
This module deals with the use-case of a healthcare provider
requiring to view a patient’s past records. This will require the
owner of the record, typically a patient, authorizing the viewer,
typically a healthcare provider to gain access to a part, or the
whole of their record. Unauthorized accesses should be logged
and inspected.

D. Record retrieval
Just like maintenance, entities will require authorization in
order to retrieve any records from the database. However, an
unauthorized access pipeline will be set up to facilitate moving
all the records - without being able to access them, in the event
of infrastructure change, or other assorted reasons.

E. Record Verification
Apart from the blockchain’s inbuilt transaction verification,
sanity checks related to the health data needs to be performed.
This will include checking their criminal history, and their
transaction history on the blockchain. Healthcare providers
will also be “rated” via feedback from patients, so this will
also be checked.
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Fig. 1. Basic illustration of the Blockchain architecture.
III. BUILDING TRUST

The very purpose of this study is to establish a structure which
ensures that patients can gain 100% trust in healthcare
workers, and securely transfer healthcare information. To
solidify this into the core of the application, we shall establish
trust specifications in a formal manner.:

e License Issuers: Similar to SSL certificate issuers [4]
of the present-day internet, an authoritative issuer will
decide whether or not a healthcare provider will be
licensed to operate.

e Authorizers: They will ensure that each time a
healthcare provider fetches data from the blockchain
ledger, they are authorized by the owner of the record
to do so. They shall also be the entity that can revoke
a license.

e Evaluation and feedback: Once the treatment by an
authenticated and authorized healthcare provider is



complete, the patient may provide feedback to the
system. It is important that this feedback be
anonymous, and this can be built through a simple
one-time authentication process. Future patients may
use this information as a trust factor for the healthcare
provider.

e Judiciary: The administration of the whole system;
This entity decides when to revoke a license, based on
patient feedback, and when to abolish patients from
the network, or in general, any arbitrary node. Since
this is a human component, its detailed discussion has
been neglected in this study. The only note made of it
pertains to how the system will incorporate input
from the judiciary. This can be done with any run-of-
the-mill user and group permissions system.

Note that in this work, simply the phrase “authorized”

may be taken to mean both ‘authenticated” and

“authorized” for the sake of brevity.

IV. REFACTORED ARCHITECTURE

With the barebones of the trust model, and the software
modules established, we can decide upon a second iteration of
the architecture. The patient is nothing more than a “feedback
provider” as far as the software is concerned. The doctors and
researchers are nothing more than “licensees” as far as the
software is concerned. The administrators, Licensers, and
authorizers are nothing more than “license providers”, as far as
the software is concerned. We can represent this at a high level
pictorially as shown in figure 2.
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Fig. 2. A high-level view of the Proposed Architecture

In this manner, the system is guaranteed to capture the trust of
patients, and put in place a system to handle the whole pipeline
of data - patient data - healthcare provider data - feedback
logging - licensing. This trust relationship is the essence of the
whole system. To ensure that this trust is maintained, human
authoritative bodies must be set up, preferably elected.
However, this is akin to an implementation detail. The actual
data security is mathematically audited due to the blockchain,
and does not require dependence on any authority. Beyond
that, the human element, again, is out of the scope of this
study.

V. IMPLEMENTATION

DApps are built on a decentralized network, which for the
purpose of this study, shall be assumed to be the most popular

one - the Ethereum network. The business logic of the
application runs on the blockchain’s nodes, and the source
code is written in the solidity [1] language using ‘“‘smart
contracts”. A major advantage in DApps is that their frontend
code, and the UI can be written in standard languages such as
JavaScript, HTML and CSS, as the frontend will simply run on
the client’s web browser.

Regarding the infrastructure, an Ethereum DApp consists of
the user’s web browser, an Ethereum container running an
Ethereum API for a suitable programming language, and the
backend “smart contract” running on all the nodes - notice the
lack of requirement for backend infrastructure (on-premise, or
on a centralized cloud)!

For this study, the execution environment shall be assumed
to be the JavaScript VM, Node.js, with web3.jsbeing the
Ethereum API. The testing framework used will be Truffle. A
walkthrough of the skeleton for the proposed implementation
has been provided below. For demonstration purposes, we
shall take upon the implementation of the registration module.

In tabular form, figure 3 shows what a block containing
registration information would look like.

Type License issuer | Authorizer Valid until Hash Unix Timestamp

Healthcare 1634455468593

provider

0x8973..jCh293 | Ox7hF84..82Fs2 | 1697394600000 | 0x784bhgF..xhrS

Patient Oxduf2F..D284u | Oxhudy42F..895 | 1697394600000 | Oxjht38748..dhSX | 1634455478953

Fig. 3. The data structure to be used for the registration
model

A smart contract corresponding to the table in Figure 3 has
been modelled in the Solidity programming language (which is
used on the Ethereum network) in the source code below

// SPDX-License-Identifier: MIT
pragma solidity ~0.4.21;

contract Registration {
enumentity type

{

Patient,

Healthcare_ Provider,

}

struct data{

entity type type;
bytes32 issuer_hash;
bytes32 authorizer hash;
uint256 valid until;
bytes32 trHash

uint256 timestamp;

}
data storedData;

function set(data x) public {
storedData = x;

}

function get () public view returns (data) {
return storedData;

}

}

We also present a small front-end application that will
process this data, a snippet of which has been provided in
source code below. It is written with the front-end javascript
framework - React.js

import { useEffect, useState } from "react";
import SimpleStorageContract from
"./contracts/SimpleStorage.json";



import getWeb3 from "./getWeb3"; and adhering to the core values of the system - consensual,
and transparent data sharing.Whether or not the general

i t "./App.css"; . . .
T ppoces compliance requirements of the GDPR [5] are strictly

export default function app() { adhered to by the blockchain remains up for debate in most
zonSt {[Ttater setState] = useState ({ computational forums [7]. As and when a consensus is
ata: ’ PO :
web3: null, reached on Fhls issue, this study may haye to bg updated. qu
accounts: null, the time being however, all future studies instigated on this
contract: null, topic must include a full compliance report, or suggest a
b change in the requirements with the respective committees.
useEffect (async () => {
try {
const web3 = await getWeb3(); B. Privacy Requirements
const accounts = await web3.eth.getAccounts(); Below listed are the privacy requirements for such a system to
const networkId = await web3.eth.net.getId(); adheretoInostlavvsandlegulaﬁon&
const deployedNetwork = R e . . L.
SimpleStorageContract.networks [networkId]; ¢ Non-Identifiability: The identity of any entity involved
const instance = new web3.eth.Contract ( in the system must be treated as confidential. Purely
ilmifles‘é;figecintgaci'abé& vork . add with information within the blockchain, it must not be
& . . . o . . .
)?p oyearetwor eproyedietwori.addaress possible to link the real-life identity of an entity with
setState ({ web3, accounts, contract: instance }); their presence on the blockchain. This will be kept in
example () ; accordance with the clauses present in the GDPR [5].
}lcaic(h (error) { Any analytics generated should, at a minimum, make it
aler . . . C e .
“Failed to load web3, accounts, or contract. Check impossible to reverse-engineer the patient’s identity
the console for details.’ from the data.

)i e Data access: A patient, or any entity owning data stored

TOHSOle'error (exroxr); on the blockchain, must explicitly give a say-so before

}, [statel);: any other entity gains access to their data.

const example = async () => { VII.  SOFTWARE REQUIREMENTS

const { accounts, contract } = state;

await contract.methods Several systems requirements like functional and non-
.set ({ functional can be discussed as:

type: "patient",

issuer hash: "Oxuyd7837483hjdhjf27£232", . .

authorizer hash: "0xhdh2FS24fhw43s3F4x", A. Functional Requirements

valid until: Date.now() + Date (2024, 08, 31),

trHash: "0xuiH23fI11e420519839fhq205d32", Functional requirements for Blockchain network can be:

i : D . , [ . .
T)lm%tamp ate.now() a) Closure of trust: Any trust-building verification a
.send({ from: accounts[0] }); healthcare provider gives to a patient must be fully based on

information from the blockchain. No other information must
const response = await berequﬁed.

tract.methods.get () .call () ; .

contract.methods.get () .call{) b) Transparency: The data must be hosted on a public
// Update state with the result. blockchain. These may have a fee to operate on, which must
setState ({ data: response }); be taken care of.
bi c) Governance: There must be an API which human
if (1state.web3) { elements, such as governance entities, which provide licenses,
return <div>Loading Web3, accounts, and and other certifications discussed can access [8].

contract...</div>;

i 7.2 Non-Functional Requirements

return (

<div className="App">

<h2>Smart Contract Example</h2> Non functional requirements for Blockchain network can be:

<div>The stored value is: {state.data}</div> Security

</di . . . .

){ e e All entity 1nteract19ns must ‘pe cryptographlcally

} protected, so as to avoid fraudulent interactions.

Note that the full source code of the proposed application ¢ The integrity of the interaction logs must be maintained,
will be made available on the author’s git repository, by storing it on the blockchain, where it is possible to
accomplished with a developer's documentation. prove the immutability of the data.

VL ADHERENCE TO LAWS AND REGULATIONS Availability

J Addition and modification of
A. Introduction governance entities. The governance API
Health data is sensitive, and thus requires privacy. discussed above must accommodate the same.
Controlling access to it properly is essential, and this must . Performance. The number of
be done in accordance with laws and regulations such as the blockchain transactions must be minimized so as
GDPR [5], and health data laws such as the HIPAA [6], and to reduce power consumption. This is discussed
data laws of each nation the system is operating in. The right further in the drawbacks section.

balance must be maintained between adhering to the laws,



. Durability. The DApps must be
configured such that any mishap from human or
other natural elements involved can be easily
reversed, and the application restored to a
previously known clean state.

VIII. DRAWBACKS OF BLOCKCHAIN
Many disadvantages of using Blockchain network for building
DApps can be discussed here as:

. It is a major change from traditional approaches to
data management. Even large companies are struggling to
integrate it into their workflows.

. High initial capital. The huge amount of processing
power combined with the hype around the technology make it
an impossible investment for smaller companies.

. Although it can handle small data like identities, the
blockchain begins to falter when larger data has to be stored.

. Power consumption. Blockchain technology requires
an immense amount of computing power, which will be
especially pronounced when it is used at the scale of
healthcare. With current technology, this leads to an extreme
amount of energy usage, which could cause environmental
concerns.

Bitcoin uses more energy than Argentina
If Bitcoin was a country, it would be in the top 30 energy users
worldwide
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Fig. 4 Comparing the energy consumption of Bitcoin, with
whole countries!

The University of Cambridge Bitcoin Electricity Consumption
Index, published results which affirmed that energy
consumption due to bitcoin mining alone consumed more
energy than the whole country of Argentina [9] as shown in
figure 4. Israa Abu-elezz et al. conducted a study [10] which
outlined 8 threats of blockchain influence in the healthcare
sector, the most significant of which are - scalability issues,
transaction costs, interoperability issues, and high energy
consumption, which is usually coupled with slow processing.

IX. ASSESSMENT AND OTHER RELATED WORK

For assessing the quality of a blockchain-based healthcare

system, the following metrics are to be considered.

®  Programming  Language: The  programming
language the source code of the DApp uses must be
turing complete. Many presently-utilized languages
are built solely for the purpose of monetary
transactions. Healthcare DApps need to utilize a

wide range of features that would require a Turing
complete programming language in order to be
implemented reliably and efficiently. Ethereum is
one such platform.

e [nteroperability: Let’s not forget, one of the core
values this study is built upon is open-ness and free-
ness. All this would go out of the window if various
healthcare platforms start to lock in their users,
similar to centralized tech giants of today. To avoid
this, every DApp must use a standardized data
structure to store patient information, and it must be
exportable to common formats, and in a manner that
the owner of the data is able to easily transfer it to
another platform, if they so wish. It is imperative
that this exists in both a structural sense, and a
semantic sense. Every effort must be made to ensure
seamless interoperability between all competing
platforms.

e Cost-effectiveness: For building a scalable DApp,
we must be able to, eventually, bring it to a cost-
effective equilibrium, which is better than existing
non-blockchain-based technologies.

e Interests: The primary interest behind any
design/technical/architectural decision taken must be
the patients.

e Compliance: The regulations discussed above -
GDPR and HIPAA must be adhered to by the
system.

Related Works and Adoption

Aside from proof-of-concepts - which are present in
abundance, there are multiple practical healthcare DApps
in their infancy. One open-source project “Blockchain for
healthcare” available at
https://github.com/sarveshraj/blockchain-for-healthcare
presents a healthcare DApp, that also takes care of drug
sales, and pharmaceutical services. Another open-source
project HealthBuddy, available at
https://github.com/rsd511/HealthBuddy-DApp presents a
similar architecture, with chemists being considered as an
entity. Many open-source frameworks are being
developed for making the adoption of a blockchain-based
healthcare system more feasible, providing a reliable base
for settings with little financial room for experimentation.

In the last, many attempts towards
implementation of Blockchain in Healthcare or other
sectors are discussed in [12-22] by Tyagi eta. al. The
researchers can refer these articles to know possible uses
of emerging technologies in the smart era/ for their future
research work.

X. CONCLUSION AND FUTURE SCOPE

This study showed a proof of concept of blockchain’s potential
influence on the healthcare industry, it’s numerous benefits
and at least for now, equally numbered drawbacks. However,
with advancements in energy efficiency, and research
advancements culling some of the drawbacks stated apriori,
the benefits of blockchain could far outweigh the drawbacks.
The healthcare community can then strive towards adopting
the technology, and training its members on the technical
aspects of the adoption. Software companies can extend this
model and design a continuously integrated software solution.



Blockchain, or potentially, another similar technology more
specialised for healthcare, will improve the data sharing in

healthcare

immensely, no doubt. The assurance of

immutability, traceability, transparency and decentralization it

provides is a huge boon to the healthcare industry, plagued for

the past decade by information scandals, frauds and data

exploitation, majorly owing to the centralized nature of

corporate healthcare [11, 14 and 15].

From a software perspective, potential improvements include
a)Incorporation of more entities: As mentioned earlier,

many DApps also include chemists, and other kinds of
healthcare professionals as entities. This could be
incorporated into the architecture presented here.
However, this is not completely necessary, as
pharmaceuticals, and emergency work, pose a lot of out-
of-the-book problems, which will require a human
element in order to be rectified. For example, automating
the process of assigning emergency workers might not be
the best idea, as the information on the actual urgency of
the requirement is lost, and in many cases, it is better to
leave this to human elements.

b)More specifications for the functional requirements:

Although it is hard to gauge now, many unaccounted-for
aspects of the software system will become evident once
healthcare DApps become prevalent on the large scale.
These must be promptly included. These could pertain to
scalability issues, or interoperability with existing
government systems.

c)Accounting for cultural differences: Healthcare is a

universal requirement. However, delivering healthcare
services smoothly requires taking the local culture into
account. Different cultures respond differently to various
healthcare models. So, even though the main goal is to
have a unified and robust healthcare system, there will be
some amount of deviation in each country, based on the
local culture.
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